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I&A Features

The recent updates have streamlined access when it comes to managing your information in NPPES, PECOS, and
HITECH. If you accessed any of these systems prior to October 7 2013, your existing account will still work
just as it did previously, and has been updated to take advantage of the new features.

Create an Account

Depending on the type of user you are, and how you have setup your account, I&A will allow you to access
various CMS computer systems such as NPPES, PECOS, and HITECH and perform actions such as creating an NPI
or updating Medicare Enrollment information.

Retrieve and Reset Forgotten Usernames and Passwords

All Users will have the ability to retrieve forgotten user IDs and reset forgotten passwords through the online
tools, rather than contacting CMS External Users Services (EUS).

Unlock an Account

Users who lock their account by incorrectly entering the User ID and/or Password will have the opportunity to
unlock their account through the online tools, rather than contacting CMS External User Services (EUS).

Register to access CMS Systems on behalf of your Organization

Authorized Officials and Access Managers will be able to add their Organization as an employer in I&A, in order
to access PECOS or HITECH on behalf of their Organization, or so their 3" Party Organization can work on behalf
of Providers.

Add and Manage Staff within your Organization

I&A allows Authorized Officials and Access Managers to add and remove Staff from their Organization, and
control the functions accessible to those staff.

Work in CMS Systems on behalf of Individual or Organizational Providers

I&A allows its users to quickly and securely manage connections between Individual Providers or Organizational
Providers, and their relationships with Surrogates who work on their behalf.

IMPORTANT NOTE:
Registering/Updating Information in the Identity & Access Management (I1&A) System

Registering or updating information in the I&A system does not automatically enroll you in Medicare, register
you for an NPI, or perform any other actions or updates in the PECOS, NPPES, or HITECH systems.

If you created your account prior to October 7" 2013, and the information shown under your profile information,
employers, or connections is not accurate please see the Frequently Asked Questions (FAQ) for more information
on how to update your information.
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Connections in the Identity & Access Management (I&A) System

Group Practices or any other Organization who act on behalf of Providers as Surrogates, and have 1,000 or more
Connections to Individual Providers (IPs) in the Identity & Access Management (I&A) system may experience an
issue when attempting to access records for these providers in NPPES, PECOS, or HITECH (R&A). Until a fix can be
implemented you can avoid any issues by reducing the number of IPs that any one Staff End User within your
Organization has connections to within I&A. If a user acts on behalf of 1,000 or less IPs they should not have any
issues accessing records within NPPES, PECOS, or HITECH(R&A).

What Type of User are You?

Review the terms. Which term best defines you and your organization? Depending on your situation it may
change.

Individual Provider/Supplier

e Anindividual that provides services to Medicare beneficiaries and submits claims to Medicare and/or
reassigns benefits to an Organizational Provider (such as a group practice or hospital) that submits
claims to Medicare on their behalf (e.g., Provider working for a Group Practice, or Solo Provider).

e Must have or be eligible for a Type 1 NPl in NPPES.

Organizational Provider

e An Organization that provides medical items and/or services to Medicare beneficiaries (e.g., DMEPOS
Supplier, Physician Group Practice, Hospital, etc.) that submits claims to the Medicare Part A and/or Part
B programs

e Must have or be eligible for a Type 2 NPI in NPPES.

3" Party Organization

e Athird-party organization (e.g., billing agency, credentialing consultant, or other staffing company)
that has business relationships with Individual Providers or Organizational Providers to work on their
behalf.

Authorized Official (AO)

e An appointed official of an Organizational Provider or 3™ Party Organization with the authority to
legally bind that organization and conduct business on behalf of the organization. If an Organizational
Provider, also ensure the organization’s compliance with Medicare statutes, regulations and
instructions.

e Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her
organization.

Access Manager (AM)

e Anindividual, delegated by the Authorized Official of an Organizational Provider or 3™ Party
Organization, with the authority to legally bind the organization and conduct business on behalf of the
organization. If an Organizational Provider, also ensure the organization’s compliance with Medicare
statutes, regulations and instructions.

e Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her
organization.
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Staff End User (SEU)

e Anindividual (e.g., Credentialing Specialist, Office Manager, etc.) who has been approved by an
Authorized Official or an Access Manager of an Organizational Provider or 3™ Party Organization, or
who has been approved by an Individual Provider, as an employee of that Organization, or is
employed by that Provider.

e An employee of an Individual Provider or Organizational Provider that is authorized to access, view,
and modify information within a CMS computer systems on behalf of their employer

Surrogate

e An Organizational Provider that has a business relationship with an Individual Provider to access,
view, and modify information within CMS computer systems on their behalf;
OR

o A Third-Party Organization that has a business relationship with an Individual Provider or
Organizational Provider to access, view, and modify information within CMS computer systems on
their behalf.

What You Can Do?

Act on behalf of a
Provider in CMS
systems

Represent an Manage Approve/Manage

Role o .
Organization Staff Connections

Individual Provider

Authorized Official

Access Manager

Staff End User

Surrogate

04/21/2020 5
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Examples - Setting Up Your Account and Gaining Provider Access

Create Your Account

If you have received an Invitation E-mail containing a PIN and you don’t yet have an I1&A account, follow the
instructions in section How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM)
Invitation.

If you have received an Invitation E-mail containing a PIN and you already have an I&A account, follow the
instructions in section How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM)
Invitation Access Manager (AM).

page
1. select RELGICETe TS ’ button or select the register link on the 1&A login

and you will be navigated to the User Registration page.

/(:,ﬁ S_ Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive

* User ID:

programs, manage staff, and authorize others to access your

* Password:

Use this system to register for

swn )] DECOS e iy
Ny

current enrollment information.

? N Ol
? E t P d . .
orgot Passwor Register to receive EHR

Retrieve Forgotten User ID ( incentive payments for eligible

H professionals and hospitals that

Enter your PIN e ) adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

| [ | )
7T 1 Use this system to apply for

and manage Maticnal Provider
Identifiers (NPIs).

National Plan & Provider Enumeration System

Quick Reference Guide Frequently Asked Questions
§ Overview of features and tools F Answers to common questions about registration, who
A to manage your account. A should register, and how to manage your account.
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2. Enter your email address and the text seen in the image on the User Registration page. If you have
trouble seeing the image you can either select the Listen to Audio link or select the

@7 icon to have the image refreshed
IN 8

Once you have successfully entered the required data, select the Submit button

/(:/I\; S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

User Registration

* indicates required field(s)

x'\ Note: The e-mail address provided must be a
unigue e-mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

Quick PoF Frequently
Reference i Asked
# E-mail Address: Guide A Questions
Overview of features Answers to common
#* Confirm E-mail Address: and tools to manage questions about

your account. registration, who should
| | register, and how to
manage your account.

Listen to audio

* Enter the text from the image above:

Y |

04/21/2020 7
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3.

Enter the required data on the User Security page and select the Continue button.

Security Questions and Answers cannot be duplicated. You must select 5 different questions, each
having a unique answer (different from the other 4 answers).

CM S Centers for Medicare & Medicaid Services

Identity & Access Management System

User Registration - User Security

[

Step 1
User Security

Setup

Help

# indicates required field(s)

* User ID:

| |
* Password:

| |

#* Confirm Password:

®
®
®
®
®
®
®
®
®

# Question 1:

User ID Compliance:

Must be 6-12 alphanumeric characters and unigue within the Identity &
Access Management System and NPPES.

Must not contain more than four numeric characters, any spaces, or any
special characters.

Must not contain personally identifiable information such as SSN or NPI.

Password Compliance:

Must be 8-12 alphanumeric characters.
Must contain at least one letter.

Must contain at least one number.
Must not contain any invalid special characters.
Must not start with numeric characters.

Must not contain three repeating characters.
Must not be the same as your User ID.
Password must match Confirm Password.

Please select five different security questions and enter their answers below:

* Answer 1:

|Selecl

* Question 2:

|Select

* Question 3:

|Selecl

* Question 4:

|Selecl

#* Question 5:

|Selecl

] | |
* Answer 2:

V] | |
* Answer 3:

] | |
* Answer 4:

] | |
* Answer 5:

™) | |

oo ) |-
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4. Enter the required data on the User Information page and select the Continue button.

Logged in as SamElliot Sign Out

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System

User Registration - User Information

[

l Step 1V U Step 2 M step 3 N

User Security User Info MFA Setup Review

Please provide the details below. They will be used to verify your identity.

* indicates required field(s)

Help

« Back to Previous Page

| | |
* SSN:

| |

Primary E-mail Address:

sam.elliot@email.com

) |

* First Name: * Personal Phone Number:
Middle Name: * Home Address Line 1:

* Last Name: Home Address Line 2:

Suffix: * Ciity:

| ) |

* Business Phone Number: * Country:

| | |United States |
Fax Number: * State/ Province/ Territory:
| | | SE - Select One ™|
* Date of Birth: (MM/DD/YYYY) * postal/ZIP Code:

04/21/2020
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5. The system will attempt to standardize your address to meet USPS standards. If the standardized
address is different from what you entered. The system will alert you. We encourage you to use the

standardized address unless it is incorrect.

v

Select your address

A\ Important Note: Your address has been standardized.
Your address has been standardized to USPS standards to your ensure contact
information is accurate. Both the address you entered and your standardized
address are displayed below. If the standardized address is incorrect, you may
choose to use the address you entered by selecting it below. If you wish to modify
the address, select Cancel to return to the address entry page.

* Use Standardized Address:

719 W Holly Ave

Sterling, VA 20164-4621
United States

Use The Address I Entered:

719 W Holly Ave

Sterling, VA 20164
United States

=0

-
(x)

04/21/2020
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6. You will be required to set up at least one Multi-Factor Authentication (MFA) method. And will be
given the option to set up a second (alternative) method. Select your Primary Authentication Method
from the dropdown list and select Continue.

S Centers for Medicare & Medicaid Services RS SamEliot  Sign Out

Identity & Access Management System Help

User Registration - Multi-Factor Authentication (MFA) Setup

n Step 1V n Step 2 v Step 3

User Security User Info MFA Setup

=i
o
[y

= Back to Previous Page
* indicates required field(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:
* International phone numbers are not supported.
* Standard message and data charges may be applied by your carrier.

* By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permission to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* Authentication Method:

Select Primary Authentication Method ﬂ |

(conmee ) [

¥ Authentication Method:

Phone Number Text/SMS h
E-mail Address
Phone Mumber Voice Call

04/21/2020 11
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7. If you select E-mail Address, the e-mail address will be pre-populated with your primary e-mail
address you entered when you started registration, however you may change it.

Logged in as SamElliot Sign Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup

l Step 1 W l Step 2 v Step 3

User Security User Info MFA Setup

# Back to Previous Page

* indicates required figld(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:

» International phone numbers are not supported.

» Standard message and data charges may be applied by your camer.

= By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permissicn to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* authentication Method:
E-mail Address |

You can use the E-mail Address associated with your I&A account or enter a new one.

* E-mail Address where you will receive your verification code

|sam.e||iot@email.com |

Select the Send E-mail button to verify that it works.

| con

04/21/2020 12
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If you select Phone Number Text/SMS, you must enter your 10 digit phone number.
Please select a Multi-Factor Authentication Method:

* Authentication Method:
[Phone Number Text/SMS [v]]

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

((703) 5551212 |

| o

If you select Phone Number Voice Call, you must enter your 10 digit phone number, and have the ability
to enter an extension.

Please select a Multi-Factor Authentication Method:

* Authentication Method:
|F’hn}ne Number Voice Call |

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

(703) 5551212 |

Extension:
Enter your phone number extension if applicable.

|12345 |

Y | o

04/21/2020 13
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8. Enter the code you receive and select Verify Code.
If for some reason you do not receive a code, select the Resend E-mail (Resend Text/SMS or Call Again)

button to have a new code sent to you. If you need to change your method or update your e-mail
addresses (Phone Number, if you selected Text/SMS or Voice Call) select the Back to Setup Page link to
start the set up again.

(/ S Centers for Medicare & Medicaid Services B ot San Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup - Verify Code

lStep 1w lStep 2 v Step 3 M Fina

User Security User Info MFA Setup Review

« Back to Previous Page

* indicates required field(s)

An E-mail was sent to sam.elliot@email.com

* Enter Code:

Haven't received an E-mail yet? B0 0 Fm =Tl '

Neead to make changes where you receive your code? Back to Setup Page

Verify Code ¥ | concel

04/21/2020 14
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If you selected Phone Number Text/SMS, you will see the following on the verification page

A Text/SMS was sent to (703) 555-1212

* Enter Code: | |

Haven't received a Text/SMS yet? Qe LML= L '

Meed to make changes where you receive your code? Back to Setup Page

If you selected Phone Number Voice Call, you will see the following on the verification page

A call was made to (703) 555-1212 X 12345

* Enter Code:

63814 |

Haven't received a call yet? [le1ILY 0] }

Need to make changes where you receive your code? Back to Setup Page

04/21/2020
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9. Your Primary MFA Method was successfully set up. You may now choose to either set up an
alternative (second) method, or Complete your registration.

Logged in as SamElliot Sign Out

Identity & Access Management System (2] Help

User Registration - Multi-Factor Authentication (MFA) Setup - Primary MFA Setup Complete

Step 1 ¥ Step 2 W Step 3 M Fin
User Security ) User Info ) MFA Setup ) ]

(D Congratulations, your Phone Number (703) 555-1212 X 12345 was successfully verified! This will be used to
verify your identity upon logaging in.

If you wish to set up an Alternative MFA method, please select Begin Alternative Setup.

Begin Alternative Setup '

e

10. Your registration is complete, select the Continue to Home page button to be navigated to your I&A
Home page.

User Registration - Registration Complete

lStep 1v IStep 2w Step 3 WV Final

User Security User Info MFA Setup Complete

‘ (@ Congratulations, your account has been successfully created.

« If you are an Individual Provider, you will be able to see all assaciations with your NPL.

« If you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer(s).

« If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page ’

04/21/2020 16
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11. You have successfully created your I&A account.

Identity & Access Management System

Home My Profile My Connections

Home
Welcome to the Identity and Access Management System!
Are you an Individual Provider?

We have not been able to locate an NPI record that matches the information you
provided. If you are an individual who provides health care services, please register for
an NPT {or update your existing information) hefore you login to any additional CMS
systems.

Are you responsible for an Organization?

If you are the Authorized Official or Access Manager for a Healthcare Organization (or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile section and add your employers to begin the approval process.

None of above?

If you do not match either description above, please review the Frequently Asked
Questions (FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registered already, they will need
to do so.

Quick Reference Guide
Overview of features and tools to manage your account.

Frequently Asked Questions

your account.

News & Alerts

(D EUS Contact Information:

External User Services
(EUS)

PO Box 792750

San Antonio, Texas 78279

https://eus.custhelp.com

Application Links

NPPES
National Plan and Provider
Enumeration System

PECOS

Medicare Provider
Enroliment, Chain, and
Ownership System

EHR Incentive Programs
Promoting Interoperability
Programs Registration
System

Answers to common questions about registration, who should register, and how to manage

04/21/2020
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(Cm S Centers for Medicare & Medicaid Services ~ 'c99°d in @ Semelliot _ sign out

Identity & Access Management System (2] Help
Home My Profile My Connections
My Profile

My Information

Name: Sam Elliot Home Address: 719 W Holly Ave
Sterling VA 20164-4621
Date of Birth: 07/07/1991 United States

SS5N: XXX-XX-7297

Business Phone Number: 654-654-6546 X 54654 Personal Phone Number: 703-430-9207

Fax Number: Madify My Information |

Primary E-mail Address: sam.elliot@email.com Modify Primary E-mail |

Password Multi-Factor Authentication (MFA)
Your Password will expire in 57 day(s). Setup/Change your MFA Methods
Change Password » MFA Setup »

Security

Change Security Questions & Answers »

Employer Information

Show:

All Employers

O Only Approved Employers

O only Approved and Pending Employers

O only Cancelled, Disassociated, and Rejected Employers

Search By: *Employer Name Search Clear

No Employers Exist.

My Role with this My Status with this
Employer = Employer «

If you wish to add an employer, click "Add an Employer". | Add an Employer |

Changes to your access to a provider in PECOS or the EHR Incentive Program may not take effect forup to 8
hours.

Employer = PECOS EHR NPPES

If you are requesting to be an AO or DO for an employer and you are an approved AO or DO in PECOS for that
employer, your request will be automatically approved within 24 hours.

04/21/2020 18
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Forgotten Password or Account Locked due to Invalid Password Attempts

Your account will be locked if you incorrectly entered your User ID and/or Password three times. When this
happens you will receive the following error message and will have the opportunity to unlock your account

online by resetting your Password.

(i Attention: This user account is locked. Please select Forgot Password to unlock your account.

1. Select the Forgot Password hyperlink within the error message or below the Sign In button on the I&A

Sign In page.

2. Onthe Reset Forgotten Password — User ID page, enter the User ID associated with locked account and

select the Continue button.

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System

Reset Forgotten Password - User ID

* jndicates required field(s)
* User ID:

Retrieve Forgotten User ID

Continue 3

Help

« Back to Previous Page
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3. Onthe Reset Forgotten Password — Challenge Information page, you have the choice of either entering
the User Information associated with your locked account or answering three of your Security Questions.
Enter the data and select the appropriate Continue button.

~ Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Forgotten Password - Challenge Information

« Back to Previous Page

M\ Note: To reset your password you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,

you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your password.

* indicates required field(s)

Security Questions OR  User Information
*Security Question 1: * Social Security Number (Enter Last 4
What size shoe do you wear? Digits):

*Security Question 2: * Date of Birth:
What is your favorite food? Ex: (MM/DD/W)

*Security Question 3:
Who is your mortgage lender? * First Name:

* Personal Phone Number:
* Home ZIP/ Postal Code:
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4. On the Reset Password page, enter your new password and select the Reset button.
The Password Compliance section of the Reset Password page will aid you in creating your new password.
When the compliance is met, you will see a green checkmark next to the compliance. When compliance is
not met, you will see a red X.

CMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

#* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| | Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.

Must not contain any invalid special characters.

Must not start with numeric characters.

Must not contain three repeating characters.

Must not contain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

RRRVILARRRLLKE

| conce

Be sure to view the list of valid special characters by hovering your cursor over “valid special character”

Please enter your current p d, a new p: d, and the new password again for verification:

* Current Password: Password Compliance:

Must be different from your previous & passwords.
| | Passwords may only be changed once every 24 hours.
Must be different from the previous password by at least 6 characters
Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one number.
Must contain at least one
Must not contain any inval
Must not start with numeric characters.
Must not contain three repeating characters.
Must not contain your first name or last name.
Must not be the same as your User ID.
New Password must match Confirm New Password.

* New Password:

* Confirm New Password:

RS
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5. When you receive the Reset Forgotten Password — Confirmation, you will have successfully unlocked the
account without involving EUS. You can then select the Continue to Login Page button to login to I&A or
navigate to the NPPES/PECOS/EHR system and login.

Reset Forgotten Password - Confirmation

Fa
/yh, Your password has been reset.

"

g

Continue to Login Page b
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Retrieve Forgotten User ID

On the |&A Sign In page select the Retrieve Forgotten User ID hyperlink.

On the Retrieve Forgotten User ID - Information page, you can chose to enter your E-mail
Information OR User Information associated with your account and then select the Continue
button.

When you choose to enter your E-mail Information, on the Retrieve Forgotten User ID -
Confirmation, you will see that your user ID has been sent to the e-mail address provided. Select
the Continue to Login Page button to continue.

When you choose to enter User Information associated with your account, on the Retrieve
Forgotten User ID - Confirmation page, you will see the user ID associated with your user
information. Select the Continue to Change Password button to continue.

On the Reset Password page, enter your new password and select the Reset button.

On the Reset Forgotten Password - Confirmation page, you will see that your password has been
reset. Select the Continue to Login Page button to continue. You will also receive a confirmation
e-mail informing you that your password has been changed.

See an example screen shot of the Retrieve Forgotten User ID - Information page below

04/21/2020
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(ﬁ S Centers for Medicare & Medicaid Services

Identity & Access Management System (z) Help

Retrieve Forgotten User ID - Information

« Back to Previous Page

/i, Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and

enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR  User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

# Date of Birth:

\ |

* First Name:

\ |
# Last Name:

\ |
# Personal Phone Number:

\ |

#* Home ZIP/ Postal Code:

\ |
CrE—

Logging into I&A with MFA

1. First you enter your User ID and Password, and select the Sign In button.
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é’—l\jl S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
* 0 D System to manage access to NPPES, PECOS, and EHR incentive
ol z programs, manage staff, and authorize others to access your

WillSmith
information. KEE=IERT R '

* Password:

Use this system to register for

ETE— DECOS oo sina o
Ny

current enrollment information.

******** Register to receive EHR
incentive payments for eligible
professionals and hospitals that
adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

[ ] |
11 | Use this system to apply for

and manage National Provider
Identifiers (NPIs).

Retrieve Forgotten User 1D

@ Enter your PIN

Natonal Plan & Provider Enumeraton System

Frequently Asked Questions
Answers to common questions about registration, who
should register, and how to manage your account.

Quick Reference Guide
Overview of features and tools
to manage your account.

04/21/2020

25




Identity & Access System Quick Reference Guide

2. Then you select which MFA methods you wish to use authenticate. If you have only defined/set up one,
then you will only have one choice. Select the Send Verification Code button to have your code sent to
your selected device.

Identity & Access Management System () Help

Multi-Factor Authentication (MFA) - Method

* indicates required field(s)

We would like to send you a code to verify your identity.

* Select where you wish to receive your verification code:
@® primary Authentication Method: Phone Number Text/SMS: (30xx)xxx-4846
O Alternative Authentication Method: E-mail Address: J*****@TPGSI.COM

Need to make changes where you receive your code? Reset MFA

| conn
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3. You will then be asked if you are logging into the system on a Public or Private device. If you are using a
private device, and you agree to let the system store a cookie on your device browser, you will be able to
bypass MFA when logging into I&A for the next 24 hours.

Enter your code and select the Verify Code button. If you are having trouble getting the code or need a new
code sent, select the Send New Code button.

Identity & Access Management System (Z) Help

Multi-Factor Authentication (MFA) - Verification
* indicates required figld(s)

Your Verification Code will be sent to:
* Select where you wish to receive your verification code:
® primary Authentication Method: Phone Number Text/SMS: (x00t)xx-4846
O Alternative Authentication Method: E-mail Address: J*****@TPGSI.COM
* Are you logging in to the system on a Public or Private device?

O This is a Private Device

* Enter Code:

Haven't received the code yet or need a new code? Rels i lii=" e }

Verify Code (B | cancel
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4. If you select Private Device you will see the following pop-up window. If you give your consent to allow
the system to store a cookie on you device browser, you will be able to bypass MFA when logging into I&A

for the next 24 hours.

7 )
)

Consent

By selecting the Consent button, you are agreeing to let the system install a cookie on
your Private Device Browser. This will give you the ability to bypass Multi-Factor
Authentication for the next 24 hours when logging into the system.

| Consent | | Decline |
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Account is MFA (Multi-Factor Authentication) Locked

Your account will become MFA locked if you fail to correctly enter your MFA code before exhausting you
maximum number of attempts. When this happens, you will navigated to the Multi-Factor Authentication (MFA)
— Locked page where you need to select the Reset/Unlock MFA button.

1. You will then be navigated to the Reset/Unlock Multi-Factor Authentication (MFA) - Challenge
Information page where you have the choice of either entering the User Information associated with
your locked account or answering three of your Security Questions. Enter the data and select the
appropriate Continue button.

Identity & Access Management System (] Help

Reset/Unlock Multi-Factor Authentication (MFA) - Challenge Information

« Back to Previous Page

[\ Note: To reset/unlock your MFA you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,
you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your MFA.

* indicates required figld(s)

Security Questions OR  User Information

#*Sacurity Question 1: * Social Security Number (Enter Last 4 Digits):
Who is your mortgage lender? | |

| | . e
*Security Question 2: EXP‘ELEM‘;ES%J
What size shoe do you wear? e

*Security Question 3: * First Name:
What was the color of your first car? | |

| | * Last Name:
Continue 4 | |

* Personal Phone Number:
* Home ZIP/ Postal Code:
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If you enter the correct information, you will be navigated to the Reset/Unlock Multi-Factor
Authentication (MFA) — Confirmation page. Here you will be able to modify (delete existing and/or

add new) your MFA method setup and/or Proceed to Log into I&A.

2.

Identity & Access Management System (7] Help

Reset/Unlock Multi-Factor Authentication (MFA) - Confirmation

Your Multi-Factor Authentication has been resst/unlockad.

Multi-Factor Authentication Setup

Primary Authentication Method
Delete this Authentication Method

Phone Mumber Text/SMS (703) 555-4846

Alternative Authentication Method

Add Authentication Method

Proceed o Log into I8A
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Register as an Authorized Official, Access Manager or Staff End User for your employer

Once you have created your I&A account by following the instructions outlined in the Create Your Account
section of this document, you can request to be an Authorized Official or an Access Manager for your
organization.

1. Logintoyour I&A account.

2. Onthe Home tab please read the “Are you responsible for an Organization?” paragraph. It will
instruct you to select the My Profile tab

Logged in as Hamid101 Sign Out

~ Centers for Medicare & Medicaid Services

Identity & Access Management System Help
Home My Profile My Connections
Home

News & Alerts
Welcome to the Identity and Access Management System! (D) EUS Contact Information:
External User Services
(EUS
PO Box 792750
San Antonio, Texas 78279
https://eus.custhelp.com

Are you an Individual Provider?

We have not been able to locate an NPI record that matches the infermation you
provided. If you are an individual who provides health care services, please register for
&n MNPI (or update your existing information) before you login to any additional CMS

systems. Application Links

Are you responsible for an Organization?

If you are the Authorized Official or Access Manager for a Healthcare Organization (or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile section and add your employers to begin the approval process.

Mane of above?

If you do not match either description above, please review the Frequently Asked
Questions (FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registered already, they will need
to do so.

Quick Reference Guide

NPPES

National Plan and Provider
Enumeration System
PECOS

Medicare Provider
Enrollment, Chain, and
Ownership System

EHR Incentive Programs
Promoting Interoperability
Programs Registration
System

POF
4 Overview of features and tools to manage your account.
./T\.
C Frequently Asked Questions
4 Answers to common questions about registration, who should register, and how to manage
A your account.

3. On the My Profile tab, scroll to the bottom of the page - under Employer Information - and select the
Add an Employer button.

Employer Information

My Role with this My Status with this

Employer » Employer + PECOS EHR NPPES

Employer v

No Employer Exists

If you wish to add an employer, click "Add an Employer”. | Add an Employer |
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4. Onthe My Profile - Add Employer Search page, enter criteria to search for your employer and select
the Search button. (NPl Search is recommended for Organizational Providers with an existing NPI.)
Help

Identity & Access Management System

Home My Profile My Connections

My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL If you are

searching for a Provider to work on their behalf, please use My Connections.

Organization Name:| |NPI: | Search
First Name: | |Last Name:| |
|state:  |SE-Select One [v||z1P;|

City: |
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5. If your Employer is returned in the search, select the Employer from the list by selecting on the radio
button next to the employer.

e NOTE: If your Employer is not found in the Search, select the Add Employer Not in List button.
Enter all of the required fields; select the e-mail address that you wish to use for the Employer.

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name: NPI: |152334s414 | Search
First Name: Last Name:| |
City: State: |se - Select One [v]|ZTP:

Search Results

Name 2:'“9 HEREES Address View NPI View Other Name
Cox Pharmacy 1528348414 5170 Sumerduck Rd | View NPI(s) | View Other Name(s) J
Sumerduck, VA
22742

United States

If your employer information does not exist, please select "Add Employer Not in List". Add Employer Not in List
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6. Once you select on the radio button, the page will expand so that you can select the role you are
requesting for this employer:
e Authorized Official (signatory for your organization authorized to legally bind the organization in
agreements)
e Access Manager (managing users, updating account information for your provider/organization
e Staff End User (working in approved CMS applications for your provider/organization)

~ Centers for Medicare & Medicaid Services e o niaa
Identity & Access Management System () Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Cannections.

Organization Name: ‘uusseH pharmacy |NF‘I: | ‘ Search
First Name: |Last Name:l
City: | |state: | 5E - Select One v |21P|
Search Results
Name g;)ing EETES opp Address View NPT View Other Name
TRUSSELL 1750662672 719 W Holly Ave iew NPI(s) \iew Other Name(s)
PHARMACY Sterling, VA 20164
United States
trussell 8888 first street
pharmacy warrenton, 20186

United States

/i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authonzed Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
# Use My Primary E-mail Address OR Enter Employer E-mail Address:  Confirm E-mail Address:

* Please select the role you are requesting for this employer:

-- Select One -

Authorized Official (signatory for your organization authorized to legally bind the organization in agreements)
Access Manager (managing users, updating account information for your provider/organization)

Staff End User (working in approved CMS i for your p
If your employer information does not exist, please select “Add Employer Not m List . | Add Employer Mot in Lis|

7. Depending on the Role selection you make the page will further expand.
Authorized Officials must attest to being an Authorized Official for your employer by checking the

checkbox.

04/21/2020 34



Identity & Access System Quick Reference Guide

Search Results

Doing Business
As

9 Man, Jackie 1497035927 713 W Hally NS A View Other Name{s) |
Ave,Starling V&

Sterling, VA 20164
United States

Name NPI Address View NPL View Other Name

/i, Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access te. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
Bl Usa My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion authorized to legally bind the organization in agreements)
Access Manager (managing users, updating account information for your providerforganization) b

Staff End User {working in approved CM5S applileations for your provider/organization)

If your employer information does not exist, please select "Add Employer Mot in List". | Add Employer Mot in List

Access Manager and Staff End Users must enter the required information about an Authorized Official
for your employer.

/i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address ~ OR Enter Employer E-mail Address:  Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Access Manager (managing users, updating account information for your provideriorganization) v

Please provide the required Authorized Official information associated with this employer:
*Authorized Official Name:

[ |

* Authorized Official Title:

[ |

*Authorized Official Phone:

[ |

* Authorized Official E-mail Address:

[ |

* Authorized Official Confirm E-mail Address:

If your employer information does not exist, please select "Add Employer Not in List". | Add Employer Not in List

[swme ) SR

8. On the My Profile - Add Employer - Confirmation and Review page, review the actions you will need to
take in order to be approved as the Authorized Official, Access Manager, or Staff End User and select
the Done button. A confirmation email will be sent to you.
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e If you are already listed as the Authorized Official or an Access Manager for an Organizational
Provider, which is currently enrolled in Medicare then your application should be approved
immediately.

e |f your Organization is not currently enrolled, not eligible to enroll, or you are not already listed as
an AO or AM for an enrolled Medicare Provider you will be required to submit verification
information to CMS External Users Services for review before you can be approved.

o The verification documents can be uploaded on the Add Employer » Confirmation and
Review page

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Add Employer » Confirmation and Review & Back to Previous Page

&) Print this page

You are requesting to be a(n) Authorized Contact Information
Official:

* You must submit to the EUS help desk a copy of e e e (el
the CP 575 [or approved alternate] for the San Antonio, Texas 78279
organization for which you have requested to Phone: 1-35’6-484-3&‘9
work on behalf of as a Authorized Official (To help TTY: 1-866-523-4759
expedite your request please write the I&A EUSSupport@cgi.com
Tracking ID on the copy of the CP 575 you submit e
to EUS).

® You will receive an e-mail from EUS when your
request has been processed.

The employer you have registered for is:

Legal Business Name EIN Mailing Address Phone Number Request Tracking 1D
Cox Pharmacy FEEITF0099 5170 Sumerduck Rd 540-347-3995 AG61557808
Sumerduck VA
22742-2043

Document Management:

You can upload, view, and delete documents, You can also view, edit, and modify comments related to the uploaded
documents.
[=) More information sbout Uploaded Documents

+ Type of documents that can be uploaded should be formatted PDF, GIF, or JPEG files.

» Maximum size of file that can be uploaded is 10 MB.

s Total number of uploaded documents limited to 5.
* Decuments may only be deleted when the status of the Request is Pending or Rejectad.

Type of Documents:
» CP575
s Other Approved IRS Document

0 of the total required 1 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document

NPI(s) associated with your employer are:

NPI Legal Business Name Location

1528348414 Cox Pharmacy 5170 Sumerduck Rd
Sumerduck, VA

If you are requesting to be an Authorized Official:

e You must submit to the EUS help desk a copy of the CP 575 [or approved alternate] for the
organization for which you have requested to work on behalf of as an Authorized Official (To help
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expedite your request please write the I&A Tracking ID on the copy of the CP 575 you submit to
EUS).

You will receive an e-mail from EUS when your request has been processed.

If you are requesting to be an Access Manager:

You MUST complete Option A or Option B below before your registration to act on behalf of the
Organization below will take effect in CMS applications.

OPTION A:

Print, Sign and Submit to CMS the Access Manager Certification for this request, along with the CP
575 [or approved alternate]issued by the IRS for the Organization for which you are requesting to
be an Access Manager.

OPTION B:

Please have an existing Authorized Official for this Organization approve your request by logging in
to this system.

If you are requesting to be a Staff End User:

You MUST complete Option A or Option B below before you can act on behalf of the Organization in
CMS applications.

OPTION A:

Please have an existing Authorized Official for this Organization approve your request by logging in
to the I&A system.

OPTION B:

If you are only trying to gain access to your organization's Type 2 NPIs in NPPES, you can contact
the NPI Enumerator for assistance.

9. You can track your employer request status at the bottom of your My Profile tab.

Important Note: Once your Authorized Official/Access Manager request is approved, please wait up to 2

hours for your account to synchronize before attempting to access the HITECH system.
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37


https://nppes.cms.cmstest/IAWeb/profile/addEmployerConfirmation.do

Identity & Access System Quick Reference Guide

How to Setup Your Account if you are a Sole Owner

Note: As a Sole Owner you have both an Individual Provider NPI (Type 1 NPI) and an Organization NPI (Type
2 NPI). If you have not applied for your NPIs, please do so before continuing with the 1&A steps below. Asa
Sole Owner you must include both NPIs, Type 1 and Type 2, on your My Profile tab under the Employer
Information section. Below are additional details on this setup.

1. Loginto your I&A account with your Type 1 user ID and password.

2. On the My Profile tab scroll to the bottom of the page. Under Employer Information section you will
be listed as the Authorized Official of yourself (your Type 1 NPI).

3. Next, add your Type 2 NPl under the Employer Information section. To do so, select the Add an
Employer button under the Employer Information and follow the instructions outlined in the
“Register as an Authorized Official, Access Manager, or Staff End User for your employer” section of
this document to register as the Authorized Official of your Organization

4. You can track your Authorized Official request status at the bottom of your My Profile tab.

Employer Information section of the My Profile tab with the employers collapsed

My Role with this My Status with this

Employer « Employer v Employer ~ PECOS EHR NPPES
Cox Pharmacy Authorized Official Pending Approval YES YES YES
Tracking Id
AG1712555
Cox, Aaron Authorized Official Approved YES YES YES
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Employer Information section of the My Profile tab with the employers expanded

My Role with this My Status with this

Employer Employer Employer -

PECOS EHR NPPES
aaab Access Manager Rejected YES YES YES
Tracking Id D64282

E] Aalskdfhawioeru Access Manager Approved YES YES YES
EIN: **-*=%4224

Mailing Address:

400 Red Brook Blvd

Owings Mills, MD, 21117-5172

United States

Phone Number: 555-5553-2367

Fax Number:

My E-mail:

jared.wolber@tpgsi.com

Edit E-mail Address

Maodify Employer Information

View Authorized Cfficial(s)

View Access Manager(s)

Requast Role Change

Wiew Ofher Name(s)

View Uploaded Document(s)

View NPI(s)

Disassotiate From Employer

= Callahan, Joan Access Manager Approved YES YES YES

NPI: 1053381996

Mailing Address:

603 W Church Rd

Sterling, VA, 20164-4609

United States

Phone Number: 703-430-4444
Fax Number:

My E-mail:
jared.wolber@tpgsi.com

Edit E-mail Address

View Authorized Cfficial(s)

View Access Manager(s)

Wiew Other Name(s)

View Uploaded Document(s)

Disassociate From Employer

tast Authorized Official Approved YES YES YES
TEST Authorized Official Cancelled YES YES YES

Test Authorized Official Disassociated YES YES YES

Important Note: Once your Authorized Official request is approved, please wait up to 2 hours for your
account to synchronize before attempting to access the HITECH EHR system.
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How to Initiate a Connection (Surrogate) Request to a Provider

1. As an Authorized Official/Access Manager, log in to your I&A account

2. Onthe My Connections tab, select the employer that you are going to create a surrogacy connection
for by selecting the ) (plus sign icon) next the employer name.

(l;ﬂ S Centers for Medicare & Medicaid Services S e S

1T P s & v

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or erganizations that work on the
Providers® behalf.

Select the name of a Connection to update or view more information about that connection.

Search By: “Employer Name Search Clear

Cox Pharmacy  EIN:™*-===0099

Cox, Aaron NPI:1710268602
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e Torequest to have your employer work on behalf of a provider select the Find Provider button

e Torequest to an organization to work on behalf of your Provider Organization, select the Add
Surrogate button

o NOTE: if you employer does not have an Active NPI, the Add Surrogate button will not display

(=] Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here.

Find Provider

Cox Pharmacy has authorized the following surrogates:

The following Individual{s) or Organization(s) have been authorized to work on behalf of Cox Pharmacy Use the Add
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of Cox Pharmacy.

Add Surrogate

Name Tracking ID Business Function Access Status

Doe, John

Eye Care, PC

EIN:=*-=**0099

Cox, Aaron has been authorized to work on behalf of the Individual Provider(s) or Healthcare Qrganization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here.

Find Provider

Cox, Aaron has authorized the following surrogates:

The following Individual{s) or Organization(s) have been authorized to work on behalf of Cox, Aaron Use the Add
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of Cox, Aaron.

Add Surrogate

NPI:1710268602
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3. On the Add Provider/Add Surrogate screen, enter either the search criteria and select the Search

button
Identity & Access Management System [Z] Help
Home My Profile My Connections My Staff

My Connection » Add Provider

Search for an Organization or an Individual Provider that you wish to be assodated with as a surrogate to work on their behalf,
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Mame, City, State, ZIP

or NPL.
DOrganization Name:l | NPI:l | Searnch
First Name:l |Last Hame:l |
City: | | State: |SE - Select One z1p:|

4. Under the section “Search Results”, select radio button next to the provider’s name. This expands the
screen so that you can select the business functions you would like to access on behalf of the
provider. Select the checkbox next to PECOS/EHR/NPPES and select the Continue button

Search Results
Name » NPI Business Mailing Address

1427338003 719 W Holly Ave

SINATVY, JRJIN
Sterlir g, VA 20164-4621

View Other Name(s)

Select the business function(s) you would like to access
on behalf of the provider:

[lpecos
1 EHR Incentive Program

[ nPPES
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5. On the Add Provider Confirmation page (Add Surrogate Confirmation page if you are adding a
surrogate), review the information on the page for accuracy. If you wish to receive a copy of the
connection request e-mail notification that will be sent to the provider, enter your e-mail address in
the Additional E-mail Address field. Select the Submit button to move forward with the request.

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Connection » Add Provider « Back to Previous Page

[\ You have requested to work on behalf of JON SNOW as a surrogate. Once the connection has been approved, you will
automatically be connected to all associated NPI's. Review the information listed below before you continue.

Name: JON SNOW
Business Function(s) Selected:

* PECOS
* EHR Incentive Program
* NPPES

To send this connection request notification to a another e-mail address in addition to what is currently on file for this
provider, enter the additional e-mail address below.

Additional E-mail Address:

NPI(s) Associated with this Provider:

Provider Name Doing Business As NPI Business Mailing Address

719 W Holly Ave,

LEL S T pr/ERIIE Sterling, VA 20164-4621

Y | -

NOTE: Once you select the Submit button an e-mail will be sent to the provider/surrogate, and a copy will be
sent to the e-mail address entered in the Additional E-mail Address field, notifying him/her of your
surrogacy connection request. Please also note that you have not completed the connection request steps

until you select the Done button at the bottom of the Add Provider » Review / Add Surrogate » Review
page seen below.
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6. Onthe Add Provider » Review or Add Surrogate » Review page you will see a summary of your
connection request.

Home My Profile My Connections My Staff

My Connection » Add Provider » Review

(& Print this page

(@ You have successfully submitted a connection request to work on behalf of the provider referenced below. The details of
your connection request appear below. Confirmation of this request has been sent to your e-mail address as well as to
the e-mail address of the provider. You will receive notification via e-mail ence the provider has approved or rejected
your request.

You may print this page for your records.

Name: JON SNOW
Business Function(s) Selected:

= EHR Incentive Program

Date Request Submitted: 07/31/2019
Connection Request Status: Pending
Tracking ID: 57724779

Business Function(s) Selected:
= PECOS

Date Request Submitted: 07/31/2019
Connection Request Status: Pending
Tracking ID: 57724778

Business Function(s) Selected:
= NPPES

Date Request Submitted: 07/31/2019
Connection Request Status: Pending
Tracking ID: 57724780

Document Management:

You can upload, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
(#IMore information about Uploaded Documents

File Name Document Type Comments Date Added Actions

Add a Document |

MNPI(s) Associated with this Provider:

Provider Name Doing Business As NPI Business Mailing Address

719 W Holly Ave,
JON SNOW 1427338003 Sterling, VA 20164-4621
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Note: Once you have successfully created your surrogacy connection requests, the request must be
approved before the surrogate can work on behalf of the provider in the requested systems.

If a surrogate initiates a Connection Request to an Individual Provider, the surrogate has the option of
printing out the Optional Surrogacy Confirmation (link to the form is on the top of the page) and have the
Provider sign the form, then upload the form along with the additional required documents, to have EUS
approve the connection request on the Provider’s behalf.

For more information about Uploading Documents see section How to Upload Documents

Mame: JON SNOW

Optional Surrogacy Confirmation

e = e e e 22 F_ % o

Document Management:
You can upload, view, and delete decuments. You can also view, edit. and modify comments related to the uploaded documents.

[=] Mare information 2bout Uploaded Dacuments

= Type of documents that can be uploaded should be fermatted PDF, GIF, or JPEG files.
* Maximum size of file that can be uploaded is 10 MB.

= Total number of uploaded decuments limited to 5.

* Documents may only be deleted when the status of the Request is Pending or Rejected.

Type of Documents:
= Surrogacy Confirmation Form

* Letter 147C
= Copy of Photo Identification Document

0 of the total required 3 documents for completion have been uploaded.

File Namea Document Type Comments Date Added Actions

Add a Docurment
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7. After you select the Done button you will be returned to the My Connections tab where you will now
see the newly added Provider.

]

i=! Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here.

Find Provider

Name NPI Tracking ID Business Function Access Status

SNOW, JON

8. If you select the icon next to the provider’s name, you will see the business functions and status of
each surrogacy connection request associated with Provider.

(=] Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed

here.
Find Prowvider
Name NPI Tracking ID Business Function Access Status
(=] snow, Jon 1427338003 S7724778 PECOS Pending
57724779 EHR Incentive Program Pending
S7724780 NPPES Pending
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Note: Once you have created a Surrogacy Connection to an Individual Provider requesting to work on behalf of
the provider, you can access the Optional Surrogacy Confirmation form from the Connection Detail page by
selecting the Tracking ID on the My Connections tab.

 Centers for Medicare & Medicaid Services Lt b o 673172050 S05TAR
Identity & Access Management System (2] Help
Home My Profile My Connections My Staff
My Connection » Connection Detail = Back to Previous Page

Provider Details

Name: JON SNOW Phone: 703-430-9207
View Other Name(s] | NPI: 1427338003

Doing Business As (DBA):

Business Mailing Address: 719 W Holly Ave

City: Sterling
State:
ZIP Code: 20164-4621

E-mail Address:

Business Functions Details Optional Surrogacy Confirmation
Business Function Requested Date Access Status Tracking ID Available Actions
PECOS 07/31/2019 Pending 57724778
EHR Incentive Program 07/31/2019 Pending S7724779
NPPES 07/31/2019 Pending 57724780

Document Management:

You can upload, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
More information about Uploaded Documents

0 of the total required 3 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document

NPI(s) Associated with this Provider:

Provider Name Doing Business As NPI Business Mailing Address

JON SNOW 1427338003 719 W Holly Ave, Sterling, VA 20164-4621
Notes

Date Account Activity Note

07/31/2019 Access to PECOS was requested.

07/31/2019 Access to NPPES was requested.

07/31/2019 Access to EHR Incentive Program was

requested.
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How to Approve/Reject a Surrogacy Connection Request

After the provider/surrogate receives the connection request e-mail, an Authorized Official of Access Manager
for the Provider or Organization can take the following steps to approve/reject the request.

1. LogintoI&A
a. if the user does not already have an account see section Create an Account

b. if, once logged into I&A if the user is not an Authorized Official or an Access Manager for the health
care provider, see section Register as an Authorized Official, Access Manager or Staff End User for

your employer

If the user is an approved Authorized Official or Access Manager for the Provider or Surrogate
organization that did not initiate the surrogacy request, the user can Approve/Reject pending surrogacy
connection requests from either the Home tab or via the My Connection tab.

2. To Approve or Reject pending Connections via the Home tab, select the Business Function(s) you wish
to Approve or Reject and then select the appropriate button (Approve All Selected or Reject All
Selected).

Note: There is a separate check box for each Business Function for each provider/surrogate

Home My Profile My Connections My Staff

Home
News & Aler

(D EUS Contact Information:

These are Pending Co ation Ex vices

(=) Pending Requests
ider
Provider Surrogate PECOS EHR NPPES
KLy Cox Pharmacy
Select Al Approve All Selected Regect All Selected

!\ Total Pending Surrogates: 3

Surrogate Provider PECOS EHR NPPES

Cox Pharmacy

Select Al Approve All Selecied Regect All Selected

3. To Approve or Reject pending Connections via the My Connections_tab,
a. expand the employer by selecting the next to the employer name
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Home My Profile My Connections My Staff

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or organizations that work on the

Providers' behalf.

Select the name of a Connection to update or view more information about that connection.

Search By: *Employer Name

Cox Pharmacy  EIN:**-*==0099

Search Clear

b. then expand the Provider and/or Surrogate by selecting the next to the Provider or

Surrogate name.

[=) Cox Pharmacy

Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed

here.
Find Provider
Name NPI Tracking ID
(=) Man, Jack Lynn 1600156447 S7724784
S7724785
S7724786

SNOW, JON

Business Function
PECOS

EHR Incentive Program

MNPPES

Cox Pharmacy has authorized the following surrogates:

Access Status
Pending
Pending
Pending

The following Individual(s) or Organization(s) have been authorized to work on behalf of Cox Pharmacy Use the Add
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of Cox Pharmacy.

Add Surrogate

Name Tracking ID

Doe, John

Eye Care, PC

(=) trussell pharmacy 57724781
57724782
57724783

Business Function

PECOS

EHR Incentive Program

NPPES

Access Status

Pending
Pending
Pending

c. select the Tracking ID next to the Business Function you wish to Approve or Reject
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MName

E] Man, Jack Lynn

NPI

1609156447

Tracking ID

S7724784

S7724785

S7724786

Business Function
PECOS

EHR Incentive Program

NPPES

Access Status
Pending
Pending

Pending

d. you will be navigated to the Connection Detail page where you can select the Approve or
Reject button next to the pending surrogacy connection you with to Approve/Reject
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Home My Profile My Connections My Staff

My Connection » Connection Detail « Back to Previous Page

Provider Details

Name: Jack Man Phone: 703-430-3980

I Qe AT NPI: 1609156447
Doing Business As (DBA):

Business Mailing Address: 4818 Shepherd Dr

Suite B6
City: STERLING
State:
ZIP Code: 20164
E-mail Address:

Business Functions Details Optional Surrogacy Confirmation
Business Function Requested Date Access Status Tracking ID  Available Actions
PECOS 07/31/2019 pending 57724784
EHR Incentive Program 07/31/2019 Pending 57724785
NPPES 07/31/2019 panding 57724786 [Approve | [ Reject |

Document Management:

You can uplead, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
More information about Uploaded Documents

0 of the total required 3 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document |

NPI(s) Associated with this Provider:

Provider Name Doing Business As  NPL Business Mailing Address

Jack Man 1609156447 4818 Shepherd Dr, Suite B6 STERLING, VA 20164
Notes

Date Account Activity Note

07/31/2019 Access to PECOS was requested.

07/31/2019 Access to NPPES was requested.

07/31/2019 Access to EHR Incentive Program was

requested.
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e. you will then be asked to confirm your action

K; S Centers for Medicare & Medicaid Services L e B

Identity & Access Management System @) Help

Home My Profile My Connections My Staff

My Connection » Approve Connection

iy By approving provider Jack Man's request, surrogate Cox Pharmacy is agreeing to work on behalf of this provider in the
PECOS system. Select Submit to continue.

CEN) | -

Or if you are rejecting a request

f S Centers for Medicare & Medicaid Services R = e e O

Identity & Access Management System [z Help

Home My Profile My Connections My Staff

My Connection » Reject Connection
* indicates required field(s)

[\ By rejecting provider Jack Man's request, surrogate Cox Pharmacy is declining to work on behalf of this provider in the
EHR Incentive Program system. Select Submit to continue.

* Reason
|- Select One - ﬂ|

EETNNY | o

f. repeat this process until each connection is approved or rejected.

04/21/2020



Identity & Access System Quick Reference Guide

How to Manage your Employees and Their Access

Note: Only an Authorized Official (AO) or Access Manager (AM) has the ability to manage Staff for their
employers.

The AO or AM of the employer should first Log in to I&A and navigate to the My Staff tab

Identity & Access Management System Help
Home My Profile My Connections My Staff
[ Manage My Employer's Staff ]
Home
News & Alerts

Locate the Staff End User whose access you wish to Modify by scrolling down the screen or using the
Search By: Last Name / First Name search boxes.

How to view a staff user’s access
View staff user’s access on the Active Staff page of the My Staff tab

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name| Employee First Name|

Employer Name| | Search Clear
Name v Role pecos  FHRIncentive yonpq

Program

Jones, Samuel | Medify |
nppes, Kavitha [ Modify |
Shelton, Blake | Modify |
Zebra, Jack [ Modify |

1. Select the [ (plus sign icon) next to the Employer Name to expand the employer to see the list of
providers and business functions for which the employer has been approved to work on the provider’s
behalf in the identified application.

2. With the employer expanded, the screen displays the list of providers and the business function

access that has been granted to the user via the surrogacy connection between the Employer and the
Provider.
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Identity & Access Management System Help
Home My Profile My Connections My Staff
My Staff - Active Staff
Role Requests Inactive Staff Add Staff
Active Staff
Search by: Employee Last Name| Employee First Name |
Employer Name| | Search Clear
Name ¥ Role pecos  FHRIncentive yp,ppg
Program
1115, mcm [ Modify |
ab, test (“Wodity |
Atoh, Michelle [ Modity |
callahan, Joan [ Modify |
Corrigan, Rachel June [ Modify |
(=) Frabel, Donald [ Modify |
Frabel, Donald Staff End User ¥/ EHR NPPES
NPI: 1649240706 PECOS
NOT-COMVERTED-coleywe
[+ test Access Manager v ¥/ EHR < MPPES
PECOS

EIN: ®=-*=*1119
NOT-COMVERTED-coleywe

kim0, john [ Modify |

How to Modify a staff user’s access

1. Select the Modify button under the Role heading next to the staff user whose access you wish to

modify
Name Role
Jones, Samuel
nppes, Kavitha Modify
Shelton, Blake Modify
Zebra, Jack Modify

EHR Incentive

PECOS
Program

NPPES
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2. The Modify Staff page will display.

Identity & Access Management System (@ Help
Home My Profile My Connections My Staff
My Staff » Modify Staff = Back to Previous Page

* indicates required field(s)

As an Authorized Official or Access Manager for your employer, you have the ability te manage staff.

For the employers for which you are an Authorized Official, you have the ability to modify and add access to Access
Managers and Staff End Users associated with your employer.

For the employers for which you are an Access Manager, you have the ability te modify and add access to Staff End
Users associated with your employer.

Approved Authorized Officials and Access Managers automatically have access to all business functions associated with
their Provider Employers, as well as, access to all business functions for Providers for which their employer has an
approved surrogacy connection.

Staff End Users must be granted access to their Provider Employers and Providers for which their employer has an
approved surrogacy connection.

Access to employer Business Functions can be granted/removed and Submitted on this page.

Select the Add Access button to grant the user access to employer and any Provider for which that employer has an
approved surrogacy connection.

Select the Modify Access button to modify the user's Role, Remove user's access to this employer, or grant/remove this
user access to Providers for which that employer has an approved surrogacy connection.

The Medify All Current Access button will allow you to medify the user’s access to all of the employers to which the
user is currently associated.

If the Role is not selected, only the Business Functions for which the user is identified as a Staff End User will be
modified.

If the Role is selected, only the employers for which you have the authority to assign the user the selected Role will be
modified.

Eleven-six, MFA

Employer Role PECOS EHR NPPES

mercy PECOS EHR NPPES

Add Access EIN: **_%%=5558

HR NPPES

trussell pharmacy Access Manager PECOS
Modify Access EIN: ==-*==gg74

On this page you have 2 options.

1) modify the user’s Employer access to all of your employers using the Modify All Current Access bar
2) Modify/Adding the user’s access to a specific Employer or modify the user’s surrogate access to
providers for which the Employer is an approved surrogate.
Modifying a Staff User’s access to all Employers at one time.

Modify All Cumrent Access Role |—Se|em0ne-- ﬂ| [Jpecos [CJeHr [l NPPES

Using the Modify All Current Access bar, you can select a Role and Business Function access to be applied to the
user for ALL employers. This is useful when trying to grant a Staff End User access to all of your employers.
To do this:

1. Simply select the Role you wish to assign from the Role dropdown box
2. Select the Business Functions you want to grant access to
3. Select the Modify All Current Access button

Modifying a Staff User’s access associated with one Employer time.
To modify or add access for a specific employer or modify the staff user’s surrogate access to providers for

which the employer is an approved surrogate, select the Modify Access or Add Access button next to the
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desired employer. If no button exists, then you don’t have the authority to modify the user’s access associated
with the employer (for example, Access Managers cannot manage other Access Managers access)
Modifying Access.

1. Select the Modify Access button next to the Employer you wish to modify access for

My Staff » Modify Staff « Back to Previous Page

* indicates required field(s)

As an Authorized or Access Manager for your employer, you have the ability to manage staff.

For the employers for which you are an Authorized Official, you have the ability to modify and add access to Delegated
Officials and Staff End Users associated with your employer.

For the employers for which you are an Access Manager, you have the ability to modify and add access to Staff End
Users associated with your employer.

Approved Authorized or Access Managers automatically have access to all business functions associated with their
Provider Employers, as well as, access to all business functions for Providers for which their employer has an approved
surrogacy connection.

Staff End Users must be granted access to their Provider Employers and Providers for which their employer has an
approved surrogacy connection.

Access to employer Business Functions can be granted/removed and Submittad on this page.

Select the Add Access button to grant the user access to employer and any Provider for which that employer has an
approved surrogacy connection.

Select the Modify Access button to modify the user's Role, Remove user's access to this employer, or grant/ramove this
user access to Providers for which that employer has an approved surrogacy connection.

The Modify All Current Access button will allow you to modify the user's access to all of the employers to which the
user is currently associated.

« If the Role is not selected, only the Business Functions for which the user is identified as a Staff End User will be

modified.
« If the Role is selected, only the employers for which you have the authority to assign the user the selected Role will be
modified.
1115, mcm
Modify All Current Access Role | Select One — v PECOS EHR NPPES
— Select One —
Staff End User
Employer Access Manager PECOS EHR  NPPES
Aalskdfhawioeru PECOS EHR MPPES
Sddfccess NPL: #22224224
Callahan, Joan PECOS EHR NPPES
Sddfccess NPI: 1053381996
Frabel, Donald PECOS EHR MPPES
Rildhsssss NPL: 1649240708
. test Access Manager “ PECOS “ EHR + MNPPES
Modify Access EIN: ==_**=1{1Q
Add A TEST FECOS EHR MPPES

2. You will be navigated to the Modify Staff page
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Home My Profile My Connections My Staff

My Staff » Modify Staff « Back to Previous Page

* indicates required field(s)

Jones, Samuel

Employer Role PECOS EHR NPPES

GDIT M pEcos MEHR M NPPES
EIN: **-***7777 Staff End User v

sam.jones@email.com

Provider [Ipecos [IEHR [INPPES

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

xyz pharmacy EIN: **-***7337 [ mpPES
TRUSSELL MEDICAL ASSOCIATES, PC EIN: *=-=**9026 [Jrecos

Send e-mail notification to staff user when modifying their access

O] | -

Here you will:
a. select the Role or remove access by selecting No Access (Disassociate)
Employer Role PECOS EHR NPPES
trUSSE:ElIEI;lilxl;I':’I*a*E*yggjd Access Manager "l ¢ PECOS 4 EHR ¥ NPPES
mfal106@test.com Staff End User

ACCESS age

Mo Access (Disassociate)

Pravidar PRONS FHI NPDFS
i. If youare an AO for the selected Employer, you will have three Role options
1) Staff End User
2) Access Manager
3) No Access (Disassociate)

ii. If youare an AM for the selected Employer, you will have two Role options
1) Staff End User
2) No Access (Disassociate)
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b. select the Employer Business functions you wish to grant the user access to

Employer Role PECOS EHR MPPES
t Il pl PECOS EHR MNPPES
russeEIE:‘?:mﬁE9974 Access Manager v | =
mfal106@test.com Staff End User
Access Manager
Mo Access (Disassociate)
Pravidar PFONS FHR MNPPFS

c. select the surrogate Business functions you wish to grant the user access to.
To grant a Staff End User access to a provider, you can individually check the checkbox next to
the Business Function(s) for the desired provider(s), or you can grant access to all providers by
checking the checkbox(es) in the Provider column header row.

Provider Opecos [JeHr []NPPES

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

xyz pharmacy EIN: **-***7337 L] NPPES

TRUSSELL MEDICAL ASSOCIATES, PC EIN: **-***9026 [lpecos

IMPORTANT: Per CMS security standards the I&A page will timeout after about 10-15 minutes of
inactivity. Simply checking boxes on the screen will cause the page to timeout so CMS encourages
users to select 10 - 20 providers for their Staff End User (or as many providers as you can select) and
select the Submit button to ensure the page does not timeout. The AO or AM should then go back to
modify the Staff End User’s account and continue selecting providers.

3. Once you have assigned the appropriate access to the staff user, scroll to the bottom of the page,
choose whether or not they wish to send an e-mail notification to the staff user, and select the
Submit button.

4. After the Staff End User is assigned access to the provider(s) AND the AO or AM selects the Submit
button the Staff End User must wait up to 2 hours for the system to synchronize the account
updates to the EHR system. After 2 hours the Staff End User can log in to EHR and work on behalf of
the provider(s).

5. Toremove a Staff End User’s access to a provider, follow steps 1 - 4 above, in step 2 instead of
checking the checkbox, you would uncheck the checkbox next to the Business Function(s) of the
provider for whom the Staff End User should no longer have access.
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How to approve staff user requests

Approved Authorized Officials and Access Managers will see the My Staff. Select the Role Requests button to
navigate to the My Staff Pending Role Requests page.

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

New employer requests and role change requests that you have the ability/rights to take action on will display.
You will have the ability to either approve or reject the request.

Centers for Medicare & Medicaid Services R e e oars s
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Staff - Pending Role Requests
Active Staff Inactive Staff Add Staff

Pending Role Requests
Search by: Employee Last Name| Employee First Name |

Employer Name| ‘ Search Clear
Name -

Current Role Request Role Action

Swick, Sean Access Manager | Approve || Reject |
trussell pharmacy
EIN: **-***gg74
sean.swick@mail.com
Zebra, Jack Staff End User | Approve || Reject |
mercy

EIN: = #s%g55g

jack@email.com

Once you select the Approve or Reject button you will be navigated to the confirmation page. You have the

ability to send an e-mail notification to the requestor. If you uncheck the checkbox, no e-mail notification will be
sent. Once you have reviewed your action, select the Submit button the request.
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Home My Profile My Connections My Staff

My Staff » Modify Staff » Role Request Approval Confirmation

« Back to Previous Page

M\ By selecting Submit you are approving the role request for Terri Simms to be a Staff End User for Man, Jack. Select
Submit to continue.

Send e-mail notification to staff user when approving their access

N |

How to Invite a Staff Users
Note: Only an Authorized Official (AO) can invite Access Managers (AMs), while both AOs and AMs can invite a
Staff End Users (SEUs) for their employers.

1. Loginto I&A and navigate to the My Staff tab
2. Select the Add Staff button.

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name | Employee First Name |

Employer Name | | Search Clear
Name ~ Role pEcos MR Incentive . ,n.q

Program

Jones, Samuel Modify
nppes, Kavitha
Shelton, Blake
WACKER, RICHARD
Zebra, Jack Meodify
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3. On the Add Staff page, the AO or AM will enter the user’s First Name, Last Name, and E-mail address,
then select the employer you wish to add the user as an employee.

Home My Profile My Connections My Staff

My Staff » Add Staff « Back to Previous Page

# indicates required field(s)

Enter the name and e-mail address of the new staff user you wish to add. Note that the specified e-mail address will be
assigned to all the selected employers.

Then, select the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that employer.

Please be aware the PIN generated for this invitation will expire in 72 hours.

* First Name:

l |
Middle Name:

l |
* Last Name:

I |
* E-mail Address:

I |

#* Confirm E-mail Address:

I |

[l Employer Role [ Select One — | OO pecos [JEHR [ NPPES
O g\;} gig_grlegglo I Seloct One — | PECOS EHR NPPES
O EIDNF:F**—***W?? [--Select One — | PECOS EHR NPPES
., [=SeectOne - [l Crecos Beeo Fes
N e [Sstone m (recos Dee o Cweees
= EESSTLPEELE;;: [-—Select One -- |

Y | -
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4. When you check the checkbox next to the Employer the Role dropdown will become enabled and you
can select the role you with to assign to the user. If you are an Authorized Official for the Employer,
you will be able to assign the user the role of Staff End User or Access Manager. If you are an Access
Manager for the Employer, you will only be able to assign the user the role of Staff End User. You will
also select the Business Function(s) which will grant the user access to the Employer in the named
CMS application.

~ Centers for Medicare & Medicaid Services e
Identity & Access Management System (2] Help
Home My Profile My Connections My Staff
My Staff » Modify Staff » Add Access = Back to Previous Page

* indicates required field(s)

Jones, Samuel

Employer Role PECOS EHR NPPES
merc PECOS EHR NPPES
EII-T: #k_wxEgoon — Select One — v =
— Select One —

Staff End User

*I1dentify the Staff User's Contact E-mail Address for this Employer:

Use Primary E-mail Address OR Enter E-mail Address: Confirm E-mail Address:

Provider PECOS EHR NPPES

No Active Surrogate Connections

# Send e-mail notification to staff user when modifying their access

Business functions are only available for employers who are providers (i.e., they have an active NPl in
NPPES). If an employer has no active NPI, the business functions will not appear.
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5. You can also grant access to multiple employers at once by using the checkboxes and Role in the
Header row. The same applies for the Business Functions (PECOS, EHR, and NPPES).

 Centers for Medicare & Medicaid Services e e
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Staff » Modify Staff = Back to Previous Page

* indicates required field(s)

Eleven-six, MFA

Employer Role PECOS EHR NPPES
trussell pharmac “ PECOS ¢ EHR ¢ NPPES
Il a07a
mfal106@test.com Staif End User

Access Manager
No Access (Disassociate)

Provider PECOS EHR NPPES

Optional: Provider EINs/NPIs and Business Functions available for the employer as & surrogate

Claiming Org Number One EIN: **-***3939 ¥ PECOS 7 EHR “ NPPES
Cox Pharmacy EIN: **-***0099 ¥ PECOS 7 EHR “ NPPES
David Matthews NPI: 1043447394 * PECOS

Jack Man NPI: 1609156447 ¥ PECOS 7 EHR

LAURA AHN NPI: 1518159123 * PECOS

SAMUEL AKL NPI: 1275754137 “ PECOS

# Send e-mail notification to staff user when modifying their access

Lowme ) T

6. After you complete the user’s Role and Business Function(s) selection for the employer, select the
Submit button

(suwmi ) [RJ—
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7. The Submit button will take you to the Add Staff > Review page where you will verify the information
for accuracy. Itis important that the e-mail address entered in the Add Staff page is accurate so the
Staff End User will receive their invitation and PIN to register. Once the information is complete,
select the Continue button.

Home My Profile My Connections My Staff

My Staff » Add Staff » Review « Back to Previous Page

Please verify the information for accuracy. The e-mail address you have entered must be correct in order for the staff user to
receive their invitation and PIN to register.

First Name: Jane

Middle Name:

Last Name: Doe

E-mail Address: jane.doe@email.com

Employer Role Business Functions
AAG Org One Staff End User PECOS

EIN: *=-=**3910

SNOW, JON Staff End User PECOS
NPI: 1679853410

comse ) RS

8. Upon selecting the Continue button an e-mail invite will be sent to the E-mail Address you entered
and you will be navigated to an Add Staff confirmation page.

Identity & Access Management System [Z] Help

Home My Profile My Connections My Staff

My Staff » Add Staff

(D You have successfully invited a new staff user to register. An e-mail invitation to register has been sent to the new staff
user with a PIN that will expire in 72 hours.
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9. Below is an example of the e-mail invitation that is generated.

From: donotreply@cms.gov
To: jane.doe@email.com
Subject: You’ve been invited to register with the Centers for Medicare and Medicaid Identity & Access System

Jon Snow requested that you register as a staff user for your employer(s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services Identity

& Access (I&A) system. To continue, please either click on the PIN Entry Page
link provided below or cut and paste the link into your browser and enter the
e-mail address and the PIN provided below. Note that the PIN will expire in

72 hours if not used.

PIN Entry Page: https://nppes.cms.cmstest/IAWeb/register/register pin.do
PIN: 2534694877
Invitation Tracking ID: I11355

Systems that currently accept I&A log in credentials:
Internet-based PECOS (https://pecos.cms.hhs.gov)

EHR Incentive Program (https://ehrincentives.cms.gov)
NPPES (https://nppes.cms.hhs.gov)

Please do not reply to this message via e-mail. This address is automated,
unattended, and cannot help with questions or requests. If you have any
questions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Desk

PO Box 792750

San Antonio, TX 78279

1-866-484-8049

EUSSupport@cgi.com
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10. The newly added Staff End User will exist on the My Staff tab under the Inactive Staff heading,
Registration Pending, until he/she registers in I&A.

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Staff - Inactive Staff

Active Staff Role Requests Add Staff
Inactive Staff
Search by: Employee Last Name | Employee First Name |
Employer Name | | Search Clear
EHR Incentive

Name » Role PECOS Program NPPES Notes

Abdulrahman, Ramzi

(5] Doe, Jane | Caneel |
AAG Org One Staff End User e EHR MPPES Registration Pending
EIN: *=-***g01Q PECOS
jane.doe@emails.com
SNOW, JON Staff End User ud EHR NPPES Registration Pending
NPI: 1679853410 PECOS

jane.doe@emails.com

hgj, nhgjhg
Quick, Susan

Slack, Suzanne

Once the user accepts the invitation (see How New I&A Users Register from a Staff End Users (SEU) or
Access Manager (AM) Invitation and How New I&A Users Register from a Staff End Users (SEU) or
Access Manager (AM) Invitation sections of this document) the user will show under the Active Staff
heading on the My Staff page
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How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access their e-mail and look for e-mail Subject: You've been invited to register with
the Centers for Medicare and Medicaid Identity & Access System. An example of this e-mail is
available in step 8 of the How to Invite a Staff End User (SEU).

2. Inthe body of the e-mail the Staff End User should locate the web address provided after the text PIN
Entry Page: and copy and paste the web address in his/her Internet browser and select Enter.

3. The user is then navigated to the Terms and Conditions page where they should review and terms and
conditions. To continue, the user must select the Accept button.

(f,;l S Centers for Medicare & Medicaid Services

IR $08 MAICSE S & VDA

Identity & Access Management System Help

Terms and Conditions

You are accessing a U.S. Government information system, which includes: (1) this computer, (2) this computer network,
(3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a
computer on this network. This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this
information system.

At any time, and for any lawful Government purpose, the Government may menitor, intercept, and search and seize
any communication or data transiting or stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful
Government purpose.

* Our system uses Cookies for security purposes to ensure that unauthorized users cannot bypass our Multi-Factor
Authentication. The cookies are not storing persenally identifiable information about our users. For increased security to
your account, please make sure Cookies are enabled in your browser.

To continue, you must accept the terms and conditions. If you decline, you will not be able to continue.
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4. The user is then directed to the Enter Pin page.
a. The user will enter the e-mail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of the e-mail
c. And select the Submit button to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

Y | -

5. On the Invited User page, the user will decide if he/she is new to I&A OR if he/she is already a

registered I&A user.
Important: The invited user must register or sign in under his/her own account, not the account of the
person who sent the invitation.

a. Users who have already registered will enter their User ID and Password and select the Sign In

button

b. Users who are new to I&A will select the Continue To Registration button
The steps that follow are for a user who is new to I&A. A new I&A user will select the Continue To
Registration button.
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_ Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Invited User

(0] Important Note:
If you are new to I8A and have not yet registered, please continue with User Registration.
If you are already a registered I8A user, please sign in using your I8A User ID and password.
It is important that you complete this action now. If you are unable to continue at this time, please close your browser to
protect your account.

Sign In
# indicates required field(s)
* User ID:

* Password:

6. After selecting the Continue to Registration button, the user is taken through the User Registration
Process. (see the Create Your Account example)

7. Once the user has completed creating their account, the can navigate to the My Profile tab and scroll
to the bottom of the page to see their Approved employer relationships under the Employer
Information section.

My Role with this My Status with this

R e Employer = Employer ~ RECUS £l b B
AAG Org One Staff End User Approved YES NO NO
SNOW, JON Staff End User Approved YES NO NO

04/21/2020 69



Identity & Access System Quick Reference Guide

How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access their e-mail and look for e-mail Subject: You've been invited to register with
the Centers for Medicare and Medicaid Identity & Access System. An example of this e-mail is
available in step 8 of the How to Invite a Staff End User (SEU).

2. Inthe body of the e-mail the Staff End User should locate the web address provided after the text PIN
Entry Page: and copy and paste the web address in his/her Internet browser and select Enter.

3. The user is then navigated to the Terms and Conditions page where they should review and terms and
conditions. To continue, the user must select the Accept button.

4. The user is then directed to the Enter Pin page.
a. The user will enter the e-mail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of the e-mail
c. And select the Submit button to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

o) [

5. On the Invited User page, the user will decide if he/she is new to I&A OR if he/she is already a
registered I&A user.
Important: The invited user must register or sign in under his/her own account, not the account of the
person who sent the invitation.
a. Users who have already registered will enter their User ID and Password and select the Sign In
button
b. Users who are new to I&A will select the Continue To Registration button

The steps that follow are for a user who has already registered in I&A and has a user ID and
password. The user will enter his/her User ID and Password and select the Sign In button.
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6. The user will then log in and navigate to the My Profile tab and scroll to the bottom of the page to see
their Approved Staff End User status under the Employer Information section.

My Role with this

e Employer «

AAG Org One Staff End User

SNOW, JON Staff End User

My Status with this

Employer v PECOS EHR NPPES
Approved YES NO NO
Approved YES NO MO

7. Staff End User have the ability to cancel their initial Employer Role Request for their AO, AM and SEU
(This can only be canceled before the request is approved or being processed) as well as Disassociate

themselves from their current employer.
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How to Cancel an Employer Request

Employer Request can only be canceled before the request is approved or being processed.

Please follow the following steps to cancel an Employer Request:

Step 1:

Login to I&A and click on My Profile Tab. Scroll to bottom of page and click the + sign icon next to the employer
name (Status must be Pending Approval).

Scroll down and click on the button that says Cancel Employer Request.

Employer Information

My Role with this My Status with this

A T Employer Employer v (HEHDE ELIR A
(=] cox Pharmacy Authorized Official Pending Approval NO NO NO
NPI: No Active NPI Tracking Id

EIN: ==-=**0099 A61596336

Mailing Address:

5170 Sumerduck Rd
Sumerduck, VA, 22742-2043
United States

Phone Number: 540-347-9999
Fax Number:

My E-mail:
1ohn.doe@email.com

Edit E-mail Address

View Other Name(s)

View Uploaded Document(s)

View NPI(s)

Cancel Employer Request
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Step 2:
Below, you can see the option to select “Yes” to cancel the Employer Request.
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Cancel Employer Request » Confirmation and Review « Back to Previous Page

A\ Are you sure you want to Cancel Employer Request?

Yes ' I Cancel

The status with your Employer will be Cancelled.

Employer Information

My Role with this My Status with this
Employer Employer v Employer + PECOS EHR NPPES
! cox Pharmacy Authorized Official Cancelled NO NO NO

How to Cancel a Pending Employer Role Change Request

Employer Role Change Requests can only be canceled before the request is approved or being processed.

Follow the following steps to cancel your Employer Role Change Request:

Step 1:
Login to I&A and click on My Profile Tab. Scroll down to the Employer Information section.

In the example below, you will see in the user is an Approved Access Manager for Organizational Provider
AAG Org One and has submitted a Role Change Request to be an Authorized Official.

Select the + sign icon next to the employer name to expand the employer.

My Role with this My Status with this
Employer - Employer - Employer ~ PECOS EHR NPPES
mercy Access Manager Approved YES YES YES
Authorized Official Pending Approval YES YES YES

Tracking Id A74991

trussell pharmacy Authorized Officia Approved YES YES YES

If you wish to add an employer, click "Add an Employer”. | Add an Employer

If you are requesting to be an Authorized Official or Access Manager for an employer and you are an approved
Authorized Official or Delegated Official in PECOS for that employer, your request may be automatically approved
within 24 hours.

04/21/2020 73



Identity & Access System Quick Reference Guide

Step 2:
Select the Cancel Pending Role Change Request button to cancel the Role Change Request that is Pending
Approval.
Step 3:
Confirm you wish to Cancel your pending Role Change Request be selecting “Yes” .
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Cancel Role Change Request » Confirmation and Review « Back to Previous Page

[\ Are you sure you wish to cancel pending role change request?

Yes b | Cancel

You will then see that your Role Change Request no longer exists and your Role and Status with your Employer is
unchanged

My Role with this My Status with this

Employer - Employer Employer PECOS EHR NPPES
AAG Org One Staff End User Approved YES NO NO
SNOW, JON Staff End User Approved YES NO NO

How to Disassociate from Your Employer

You can Disassociate yourself from an Employer if your status with the Employer is Approved and you are not an
Individual Provider trying to disassociate yourself from your own Individual Provider Organization.

In the example below, you will see Individual Provider John Doe’s Employer Information.
He is currently an approved employee of:

a. Organizational Provider Cox Pharmacy
b. Individual Provider Doe, John — his own IP org
c. Individual Provider Trussell, Jack

And is Pending Approval for Organizational Provider American Pharmacy

Role with this My Status with th
Employer ~ mm""' i et S PECOS  EHR NPPES

(®) American Pharmacy Authorized Offica Pending Approval YES YES YES
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John Doe can disassociate himself from Cox Pharmacy and Individual Provider Jack Trussell. When these two
Employers are expanded, the Disassociate From Employer button will only be is visible/available.

My Role with this My Status with this

Employer = Employer « Employer «

PECOS EHR NPPES

E mercy Access Manager Approved YES YES YES
EIN: *=-*=*5563

Mailing Address:

2273 Research Blvd

Rockville, MD, 20850-3264

United States

Phone Number:

Fax Number:

My E-mail:

medhi45@gmail.com

Edit E-mail Address

Iodify Employer Information

View Authorized Official(s)

View Access Manager(s)

Request Role Change

View Other Mame(s)

View Upleaded Document(s)

Wiew MPI(s)

Disassociate From Employer

B trussell pharmacy Authorized Official Approved YES YES YES
EIN: **-==%5974

Mailing Address:

8888 first street

suite 200

warrenton, VA, 20186

United States

Phone Number: 833-388-33388 X

88888

Fax Number:

My E-mai
medhi45@gmail.com

Edit E-mail Address

Modify Employer Information

View Authorized Official(s)

iew Access Manager(s)

View Other Name(s)

View Upleaded Document(s)

View NPI(s)

Disassociate From Employer

If you wish to add an employer, click "Add an Employer”. | Add an Employer |

If you are requesting to be an Authorized Official or Access M, ger for an ployer and you are an approved
Authorized Official or Delegated Official in PECOS for that employer, your request may be automatically approved
within 24 hours.
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However, John Doe cannot disassociate himself from his own Individual Provider Organization or American

Pharmacy (since he is not currently Approved as an employee). If you expand either one of those two
Employers, you will not see a Disassociated From Employer button.

Follow the following steps to disassociate yourself from Your employer:

Step 1:

Login to I&A and click on My Profile Tab. Scroll to bottom of page and click the + sign icon next to the employer
name (Status must be Approved). Scroll down and click on the button that says Disassociate From Employer.

Employer =

aaab

(=] aalskdfhawioeru

EIN: **-%=%4224

Mailing Address:

400 Red Brook Blvd

Owings Mills, MD, 21117-5172
United States
Phone Number:
Fax Number:
My E-mail:
jared.wolber@tpgsi.com

Edit E-mail Address

555-555-2367

Madify Employer Information

View Authorized Cfficial(s)

View Access IManager(s)

Request Role Change

Yiew Other Name(s)

“iew Uploaded Document(s)

Wiew MPI(s)

Disassociate From Employer

Step 2:

My Role with this
Employer -

Access Manager

Access Manager

My Status with this

Employer - PECOS

EHR NPPES

Rejected YES YES YES
Tracking Id D54282

Approved YES YES YES

Confirm you wish to Disassociate your pending Role Change Request be selecting “Yes”

Identity & Access Management System

Home My Profile My Connections

My Staff

[Z) Help

My Profile » Disassociate Employer » Confirmation and Review

1y Are you sure you want to disassociate from your Employer?

= 3 |

Cancel

# Back to Previous Page

The status with your Employer will be Disassociated, and you will no longer have Provider access via the

employer relationship.
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Employer Information

My Role with this My Status with this

Employer = Empl —c Empl - PECOS EHR MNPPES
[+] american Pharmacy Authorized Official Pending Approval NO MO NO
Tracking Id
AG1601120
[# cox Pharmacy Authorized Official Approved YES YES
[+ Doe, John Authorized Official Approved YES YES YES

(+] Trussell, Jack Staff End User NO NO

How to Retrieve Forgotten User ID when logging into PECOS

1. From the PECOS logon page the user selects Forgot User ID? Hyperlink. The user is then redirected to
the I&A Retrieve Forgotten User ID - Information page.

! IMPORTANT:

NPPES data is updated to PECOS penodically throughout the day. If you have recently created your NPPES User ID and
Password, or changed any data, please allow couple of hours to one day for your login changes to take effect,

PECOS supports the Medicare Provider and Suppler enroliment process by alowing registered users 10 securely and electronicaly subme
and manage Medicare earoliment information

New to PECOS? View our yideos at the bottom of this page

USER LOGIN BECOME A REGISTERED USER

You may use your NPPES or PECOS username and password You may regster for 8 user account if you are: an Individual
fo logn Practtoner, Authorized or Delegated Official for a Provider or

Suppler Organization, or an Ndvidual who works on behalf of
*User D Providers or Supplers.

Begister for o yser accoynt
* Password

L 2 N mor 1 terng 1 0

Note. If you are 8 Medical Provider or Suppler, you must (egister for
20 091 ©3 betore enroling win Weccare
Eorgot Pass e
Egegot User 0760
Manaoeodate User Protie S
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2. On the Retrieve Forgotten User ID - Information page, the user enters his/her e-mail address and
selects the Continue button.

Retrieve Forgotten User ID - Information

« Back to Previous Page

A\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.
* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

* Date of Birth:

* First Name:

* Last Name:

* personal Phone Number:

L 1

* Home ZIP/ Postal Code:

]
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3. In this example, the user enters the incorrect e-mail address and receives an error message stating
“The e-mail address is not associated with a User ID.” The user attempts to enter a different e-mail
address and selects the Continue button.

Retrieve Forgotten User ID - Information

« Back to Previous Page

@

This e-mail address is not associated with a User ID.

/i\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.
* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):
|Whilney@email.com | |

* Date of Birth:

* First Name:

* Last Name:

* Personal Phone Number:

L ]

* Home ZIP/ Postal Code:

]

4. The user tries two additional times to enter the correct e-mail address associated with his/her
account and after the third attempt when the user selects the Continue button the user receives an
error message stating “You have entered an invalid e-mail address three times. Please enter the User
Information below associated with your account to continue.”

Note: Continue button under the E-mail Information heading is disabled and the user is forced to
complete the User Information fields.

The user enters the personal information collected in the User Information fields and selects the
Continue button.
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« Back to Previous Pag

@ You have entered an invalid e-mail address three times. Please enter the User Information below associated with your account to
continue.

[\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

‘a:)-:@mj.zoom ‘ ‘

* Date of Birth:
‘ Continue u Ex: (MM/DD/YYYY)

I

* First Name:

* Last Name:

* Personal Phone Number:

I

* Home ZIP/ Postal Code:

]

5. On the Retrieve Forgotten User ID - Confirmation page, the user ID associated with the user’s account
is displayed. The user must copy/make note of their user ID and select the Continue to Change
Password button.

Retrieve Forgotten User ID - Confirmation

} The User ID associated with this account is: whitneysteve
Ll

Continue to Change Password’
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6. On the Reset Password page, the user is prompted to enter a new password and select the Reset
button The Password Compliance section of the Reset Password page will aid you in creating your new
password. When the compliance is met, you will see a green checkmark next to the compliance.

When the compliance is not met, you will see a red X.

CMS Centersfor Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

#* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| | Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.

Must not contain any invalid special characters.

Must not start with numeric characters.

Must not contain three repeating characters.

Must not centain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

RRRILILRRILERL

| e
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Be sure to view the list of valid special characters by hovering your cursor over “valid special character”

~ Centers for Medicare & Medicaid Services e o™ O
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Change Password = Back to Previous Page

* indicates required field(s)

Please enter your current p d, a new p d, and the new password again for verification:

* Current Password: Password Compliance:
| | Must be different from your previous § passwords.

" Passwords may only be changed once every 24 hours.
Must be different from the previous password by at least & characters
Must be 8-12 alphanumenc characters.
Must contain at least one letter.

* New Password:

* Confirm New Password:

valid Special Characters: @ # & )(-_"".,*;:

Must not contain any invalid special characters.
Must not start with numeric characters.

Must not contain three repeating characters.

Must not contain your first name or last name.
Must not be the same as your User ID.

New Password must match Confirm New Password.

EREREREREERER

[swm ) -

7. Once the user selects the Reset button on the Reset Password page the user is taken to the Reset

Forgotten Password - Confirmation page. The user will select the Continue to Login Page button
access the 1&A logon screen.

Reset Forgotten Password - Confirmation

i Your password has been reszet.
-

Continue to Login Page 'v

a. Note: The user will also receive an e-mail notification confirming that the password on the user’s
account has been changed. See an example e-mail below

From: donotreplylcms.gov
To: whitney.stevenson@email.test
Subject: Password Change Notification
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This is to inform you the password on your account whitneysteve was
recently reset. If you did not reset your password, please contact the
External User Services (EUS) Help Desk immediately.

8. On the I&A logon page the user will enter his/her user ID and newly reset password and select the
Sign In button.

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive
programs, manage staff, and authorize others to access your

* Password:

Use this system to register for
TR ECOS esre oo
current enrollment information.
? A
2| Forgot Password . .
Register to receive EHR
incentive payments for eligible

professionals and hospitals that

Enter your PIN e = adopt, implement and upgrade
or demonstrate meaningful use

with certified EHR technology.

[ J | .
1 | Use this system to apply for

and manage Mational Provider
Identifiers (NPIs).

* User ID:

Retrieve Forgotten User ID

National Plan & Provider Enumeration System

Frequently Asked Questions
Answers to common questions about registration, who
should register, and how to manage your account.

Quick Reference Guide
Overview of features and tools
to manage your account.
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9. Since this user has previously logged in to their I&A account he/she will be taken directly to their I&A

Home page.
. = H L) L ed i Mehdil01 Sign Out
Centers for Medicare & Medicaid Services Lot Logped on 04/08/2020 10-43AM
Identity & Access Management System Help
Home My Profile My Connections My Staff
Home
MNews & Alerts
My Pending Connections (D EUS Contact Information:
External User Services

These are Pending Connection requests that have been sent to you or your organization (EUS)
and reguire your action to approve or reject. PO Box 752750

San Antonio, Texas 78279
https://eus.custhelp.com
Total Pending Providers: 0

Application Links
Total Pending Surrogates: 0 NPPES
Mational Plan and Provider
Enumeration System
PECOS
Medicare Provider
Enrollment, Chain, and
Ownership System

EHR Incentive Programs
Promoting Interoperability
Programs Registration
System

Quick Actions

Add Connection |

Add Staff |

Add Employer |

10. Once the user is finished in his/her 1&A account the user can logout using the Sign Out hyperlink in the
top right hand corner of the screen.

@s Centers for Medicare & Medicaid Services Lo oot on 01731/ 20ta atbeien o

Identity & Access Management System Help
Home My Profile
Home News & Alerts

11. The user can now take their user ID and newly reset password and login to NPPES, PECOS and/or EHR.
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How to Reset a Forgotten Password For a User Who Has Not Completed His/Her User Information

Security Check when logging into PECOS

1.

From the PECOS logon page the user selects Forgot Password? Hyperlink. The user is then redirected

to the I&A Reset Forgotten Password - User ID page.

and manage Medicare enrodment information

New to PECOS? View our videos at the bottom of this page
USER LOGIN

You may use your NPPES or PECOS usemame and password

(Loan @)

! IMPORTANT:

NPPES data |s updated to PECOS periodically throughout the day. If you have recently created your NPPES User 1D and
Password, or changed any data, please allow couple of hours to one day for your login changes 1o take effect.

PECOS supports the Medicare Provider and Suppler enroliment process by allowing registered users 10 securely and electronicaly subme

BECOME A REGISTERED USER

You may register for a user account If you are: an individual

to login Practtioner, Authorized or Delegated Official for a Provider or
Suppler Organization, or an ndividual who works on behalf of
*UseriD Providers or Suppliers
f ¢ 0
* Password
tons? 1 mor 1 fering for an al

Note: If you are a Medical Provider or Suppler, you must reqister for
an NP S pefore enroling with Medicare

H Eorqot Passworg? S ]

Forgot User 0710

¢ Profie D

o QA ”

2. On the Reset Forgotten Password - User ID page, the user enters his/her user ID and selects the
Continue button.

Reset Forgotten Password - User ID

* indicates required field(s)

* User ID:

E] Retrieve Forgotten User ID

04/21/2020 85



Identity & Access System Quick Reference Guide

3. On the Reset Forgotten Password - Challenge Information page, the user attempts to enter his/her
Security Questions and selects the Continue button.

Reset Forgotten Password - Challenge Information

« Back to Previous Page

/\ Note: To reset your password you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,

you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your password.

* indicates required field(s)

Security Questions OR User Information

*Security Question 1: * Social Security Number (Enter Last 4 Digits):
What was the name of your first pet? |

| - = | * Date of Birth:
*Security Question 2: Ex: (MM/DD/YYYY)

Who taught the class you remember most from

| | * First Name:
*Security Question 3:
What is your favorite season of the year? |

| | * Last Name:

* personal Phone Number:

]

* Home ZIP/ Postal Code:

]

4. Inthis example, the user incorrectly answers the Security Questions and receives an error message
stating “One or more Answers are incorrect. The security questions may have changed. Please input
the correct answers. You will be required to enter the User Information associated with the account
after 3 incorrect attempts.” The user attempts to enter his/her Security Questions and selects the
Continue button.
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@ One or more Answers are incorrect. The security questions may have changed. Please enter the correct answers. You will
be required to enter the User Information associated with the account after 3 incorrect attempts.

#* indicates required field(s)

Security Questions OR User Information

*Security Question 1: * Social Security Number (Enter Last 4 Digits):
What year did you graduate from high school? ‘

| . . ‘ * Date of Birth:
*Security Question 2: Ex: (MM/DD/YYYY)

What is your favorite movie? I:l

*Security Question 3: * First Name:
What is your father's middle name? ‘

| |

* Last Name:

* personal Phone Number:

[ ]

* Home ZIP/ Postal Code:

]

5. The user attempts to correctly answer the Security Questions two additional times and after the third
attempt when the user selects the Continue button the user receives an error message stating “You
have incorrectly answered your security questions three times. Your account has been locked. Please
enter the User Information associated with your account to unlock the account and reset your
password. After three unsuccessful attempts to correctly enter your User Information you
will be required to contact EUS to unlock your account.”

Note: Continue button under the Security Questions heading is disabled and the user is forced to
complete the User Information fields.
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The user enters the personal information collected in the User Information fields and selects the
Continue button.

@ You have incorrectly answered your security questions three times. Your account has been locked. Please enter the User
Information associated with your account to unlock the account and reset your password. After three unsuccessful
attempts to correctly enter your User Information you will be required to contact EUS to unlock your account.

* indicates required field(s)

Security Questions OR User Information

*Security Question 1: * Social Security Number (Enter Last 4 Digits):
What size shoe do you wear? |

| = E | * Date of Birth:
*Security Question 2: Ex: (MM/DD/¥YYY)

What is your favorite movie? I:l

*Security Question 3: * First Name:
What is your father's middle name? | |

* Last Name:

| Continue u | |
* Personal Phone Number:

[ ]

* Home ZIP/ Postal Code:

]
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6. On the Reset Password page, the user is prompted to enter a new password and select the Reset button.

FCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

‘ | Must be different from your previous 6 passwords.
+ Passwords may only be changed once every 24 hours.
Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one number.
Must contain at least one
Must not centain any inva
Must not start with numeric characters.
Must not centain three repeating characters.
Must not contain first name or last name.
Must not be the same as the User ID.
New Password must match Confirm Mew Password.

# Confirm New Password:

XXX ER

| o

7. Once the user selects the Reset button on the Reset Password page the user is taken to the Reset

Forgotten Password - Confirmation page. The user will select the Continue to Login Page button access
the 1&A logon screen.

Reset Forgotten Password - Confirmation

' Your password has been reset.
-

Continue to Login Page b

Note: The user will also receive an e-mail notification confirming that the password on the user’s
account has been changed. See an example e-mail below
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From: donotreply@cms.gov
To: NOT-CONVERTED-TESTUSER
Subject: Password Change Notification

This is to inform you the password on your account TESTUSER was recently
reset. If you did not reset your password, please contact the External User
Services (EUS) Help Desk immediately.

8. On the I&A logon page the user will enter his/her user ID and newly reset password and select the
Sign In button.

CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive
programs, manage staff, and authorize others to access your

* Password:

Forgot Password

* User ID:

Use this system to register for
Medicare or update your
current enrollment information.

Register to receive EHR
incentive payments for eligible
professionals and hospitals that
adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

[ J | .
1 | Use this system to apply for

and manage Mational Provider
Identifiers (NPIs).

Retrieve Forgotten User ID

Enter your PIN

National Plan & Provider Enumeration System

Quick Reference Guide
Overview of features and tools
to manage your account.

Frequently Asked Questions
Answers to common questions about registration, who
should register, and how to manage your account.
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9. Before the user is able to access his/her I&A Home page the user must complete the User Information
Integrity Check. On User Information Integrity Check - Notice page, the user will select the Continue
to Start button to continue.

Note: In this example, this is the first time the user has logged into his/her I&A account so the user
has not completed the User Information Integrity Check. If the user has previously logged in to
his/her 1&A account the user will be taken directly to their Home page.

User Information Integrity Check - Notice

@Welcome to the Identity & Access Management System. We have detected one or more issues with your account that will need
to be addressed before you can continue. The following pages will step you through the needed changes. The changes you make
will not be permanently saved until you complete the process. Thank you for your patience as we bring your account up to date.

* E-mail
* Profile

Continue To Start '

10. On the User Information Integrity Check - E-mail page the user must enter a unique e-mail address.
After the user enters their e-mail address the user will select the Continue button.

User Information Integrity Check - E-ma
Step 1
E-mad

@ Your account does not have 8 pnmary e-mail address, Please enter the e-mail address that should be used to contact you
regarding your user account, This pasmary e-mail address must be an e-mail address that is unique to you (no other user in the
L&A system can have the same e-mail address), and will be the e-mail address used to contact you regarding your user
account. Once you have enterad your primary e-maid address, select "Continue”

* indwcates reguired field(s)

* E-mall Address:

* Confirm E-mail Address:

11. On the User Information Integrity Check - Profile page the user must complete all required fields.
Once completed, the user will select the Continue button. Note that if the user is an Individual
Provider with an Active Type 1 NPI, the user will not be able to modify the information on the left side
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of the screen because it is on the user's NPI. If the information on the left side needs to be modified,
the user should complete this process and then login to NPPES to correct the information on his/her
NPI. The information will then be updated in I&A automatically.

Step 1V Step 2
E-mail Profile
O Your Profile is not complete. Please fill all the requiced fields.

Please provide the details below. They will be used to verify your identity.

* indicates required field(s)

* First Name: * Business Phone Number:
Middle Name: Fax Number:
* Last Mame: * Personal Phone Numbes:

Suffix: * Home Address Line 1:

,P‘h of s'ithxv‘mtm\mv idress Line 2t

¥ SSN: * City:

[ S

Primary E-mail Address: * Country:

DFG@e mailtest United States -
* State/ Province/ Tesritory:
SE - Select One -
* Postal/Z1IP Code:
l |

Continue N | Sancal
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12. After the user completes Step 1 - E-mail and Step 2 - Profile, the user is taken to Final Complete. On

the User Information Integrity Check - Complete page the user will select the Continue to home Page
button to access their Home tab.

User Registration - §

Step 1V Step2 V' Step 3 V' Fina
User Security User Info MFA Setup Review

@ congratulations, your account has been successfully created.

13. From the user’s Home tab they can see if there are any Pending Provider or Surrogate requests. The

user will also be able to navigate to other tabs available to them depending on the role of their
account (i.e., Authorized Official, Access Manager, or Staff End User).

Home My Profile My Connections My Staff
Horme
My Pend g Connectons

These are Pending Connection requests that have been sent to you or your organczaticn and
rEquIre your schan 1o agprose or reject.

Total Pending Providers: 0

-

Total Pending Surrogabes: 0

-

14. Once the user is finished in his/her I&A account the user can logout using the Sign Out hyperlink in the
top right hand corner of the screen.

@ S Centers for Medicare & Medicaid Services L e

Sign Out
Last Logged on 01/31/2014 01:45PM
Identity & Access Management System Help
Home My Profile My Connections My Staff
Home

News & Alerts

15. The user can now take their user ID and newly reset password and login to NPPES, PECOS and/or EHR.
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How to Upload Documents

The Add a Document button can be found on the following pages:

a. Add Employer Confirmation and Review page
i. Displays at the end of the Add Employer process
ii. Displays when the Tracking ID of a Pending Employer Request is selected on the My
Profile tab in the Employer Information section
b. Add Provider page
i. Displays at the end of the Add Provider Process when the Provider is an Individual
Provider
c. Connection Details page
i. Displays when a surrogacy connection is in a Pending Status and your employer
imitated the surrogacy connection to an Individual Provider

1. Select the Browse button to search for your file

Identity & Access Management System [3] Help

Upload New Document

Maximum size of file that can be uploaded is 10 MBE.

Type of documents that can be uploaded should be formatted PDF, GIF, or JPEG files.

*

indicates required field(s)

* File:
' Browse... l

Comment:

T f D t:
Rl |Se ect Document Type ﬂl

| conce

2. Navigate to your file and select the file
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-

& Choose File to Upload

@U'H; b Computer » O5(C) »

Organize -

J’J Music
=/ Pictures
gﬂ Subversion

B videos

Mew folder

#4) Homegroup

Lol Computer
& 05

‘?! Metwark

File name:

- | 43 || Search 05 (C)

-

m

-

=
Mame

) 281

) 29.2 2016 Release 2
J 29.3 2016 Release 3
) 294

) AdwCleaner

| apps

. BacklLog

. CCB stuff

, CMS

| common
4 [

k

- | AllFiles ()

7

|

Open ] ’ Cancel

l

3. Identify what Type of Document you are uploading
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Identity & Access Management System [z] Help

Upload New Document

Maximum size of file that can be uploaded is 10 MBE.
Type of documents that can be uploaded should ba formatted PDF, GIF, or JPEG files.

* indicates required field(s)

* File:

Comment:

* Type of Document:

CP128
CP210
CP21004
CP225
CP287
CP402
CPED4

CPETE
Form 8186
Form 841 Payment Woucher
IRE Fax
LTR 1382C
LTR 147C
LTR 2845C
LTR Z782C
LTR 387C

Document Managemeant:

You can upload, view, and delete documents. You can also view, edit, and modify comments related to the uploaded
documents.

(*] More information about Uploaded Documants

1 of the total required 1 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions
all_HHSLogo.gif CP575 copy of companias 01/06/2017 \ > “
CP575 S

Add a Document |

4. Once your document is successfully uploaded, you have the ability to -« View the uploaded

document, 1 add a comment associated with the uploaded document, or “ delete the uploaded
document or comment, as long as, the request is in a Pending or Rejected status.
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5. Selecting the . 1_ ICON will bring up the Add Document Comment page.

(/E;IS Centers for Medicare & Medicaid Services 120 2t a0 O

Last Logged on 027172017 03:35PM

Identity & Access Management System [z] Help

Add Document Comment

M\ Enter Comment below and Select Submit to Add the Comment.

File Name Document Type Comments Date Added
All_HHSLogo.gif CP5375 01/06/2017
Comment:

ECN) | -

Once the comment is added you will see in the Comments column

File Name Document Type Comments Date Added Actions
All_HHSLogo.gif CP575 copy of companies 01/06/2017 » 'l]'
S
CR575

2nd comment about

the CPS75
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You have the ability to Delete uploaded documents while the request is Pending or after it has been Rejected

Identity & Access Management System [Z] Help
Delete Document
/M, Select Submit to Delete the Document Listed Below.

File Name Document Type Comments Date Added
ehrincentivelogo?.jpg CP504 01/06/2017

ECN) | -
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Examples - Common Connection/Surrogate Scenarios

Providers can grant access to employees and/or surrogates to manage and access their information in any (or
all) of the following systems:

e NPPES

e PECOS

e EHR (HITECH R&A)

Example #1: Individual Provider approves Group Practice to manage his information

i \ ' Brian Johnson
! (Authorized Official)

8 Alex

(Staff)

John Smith Health Group Inc. ‘X
(Individual Provider) & Tom

CONNECTION

(Organizational Provider)
(Staff)

John Smith (Individual Provider) is part of a group practice Health Group Inc. (Organizational Provider). Brian
Johnson is the Authorized Official for Health Group Inc. Tom and Alex (Staff) are both credentialing specialists
that work for Health Group Inc. John has made business arrangements with Health Group Inc. to manage his
enrollment information within PECOS and his information in NPPES and EHR.

Assumption: Health Group Inc. is already found in I&A and already has an NPI. Brian, Tom, and Alex are already
established with their respective roles in I&A. John already has an NPI.

Brian Johnson (AO for Health Group Inc.):

Logs in to I1&A;

Goes to My Connections, and selects Find Provider, under Health Group Inc.;
Searches for John Smith by his NPI;

Selects him and then the PECOS, NPPES, and EHR business functions; and
Confirms the connection request.

vk wnN e

John Smith (Individual Provider):

6. John Smith receives notification of the requested connection.

7. Logsinto I&A;

8. Sees the pending request from the group to add him on both the Home page and in the list of
connections on the My Connections page;

9. John approves the request;

10. John receives notification of approved connection request;

11. Health Group Inc. receives notification of approved connection request.

These steps establish the connection (surrogacy relationship) between John Smith and Health Group Inc. - which
allows any member of Health Group Inc.'s staff (i.e., Brian, Tom, or Alex) to access information for John Smith. If
Health Group Inc. had established an Access Manager they could also initiate the connection request.

04/21/2020 99



Identity & Access System Quick Reference Guide

Example #2: Organizational Provider hires 3 Party Organization to manage their enrollments

Health Product Store

(Organizational Provider)

&

Billing Medical

Jack Lee
(Authorized Official)

(39 Party Organization)
% ﬁ CONNECTION [z "
1114 N>
=" o

e
44,0[0)/6 -
A & 1 EMPLOYER Tom

(taff)

Jane Foster

Authorized Official
( ) Health

Product Store (Organizational Provider) has made business arrangements with a 3™ party consulting company,
Billing Medical (3" Party Organization) to manage their enrollment information in PECOS. Jane Foster is the
Authorized Official of Health Product Store, Jack Lee is the Authorized Official of Billing Medical, and Tom (Staff)
is a credentialing specialist that works for Billing Medical.

Assumption: Health Product Store already has an NPI, Billing Medical is already established in I&A, and Jane,
Jack, and John are setup with their respective roles.

Jack Lee (Authorized Official of Billing Medical):

vk wnN e

Logs in to 1&A;

Goes to My Connections, and selects Find Provider, under Billing Medical.;
Searches for Health Product Store by its NPI;

Selects Health Product Store and then the PECOS business function; and
Confirms the connection request.

Jane Foster (Authorized Official of Health Product Store):

6.
7.
8.

10.
11.

Health Product Store Authorized Official receives notification of the requested connection.
Logs in to |1&A;

Sees the pending request on both the Home page and in the list of connections on the My
Connections page;

Jane approves the request;

Jane receives notification of approved connection request;

Billing Medical receives notification of approved connection request.

These steps establish the connection (surrogacy relationship) between Health Product Store and Billing Medical -
which allows any member of Billing Medical’s Staff to access information for Health Product Store. If Billing
Medical had established an Access Manager they could also initiate the connection request.
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Example #3: Group Practice hires 3rd Party Organization to manage their information

Group Practice hires 3rd Party Consulting Organization to manage their information for itself, AND all the
Individual Providers who have already connected to it. In this example, the Organizational Provider is only
granting access to their information PECOS, however; the same can be applied to both NPPES and EHR.

Billing Medical
A Brian Smith (39 Party Organization)

(Authorized Official) Il

i = & 3
g CONNECTION ‘ S i EMPLOYER &,
A LB Alex Jack Lee

4 EMPLOYER (staff) (Authorized Official)

&

[ ————
&
o,
M?

Providers
(Individual Providers)

Health Group Inc.

(Organizational Provider)

Tom

(Staff)
Health Group Inc. (Organizational Provider) has made business arrangements with a 3" party consulting
company, Billing Medical (3rd Party Organization) to manage their enrollment information in PECOS, and the
enrollment information for all their Individual Providers who have previously connected to Health Group Inc.
Brian Smith is the Authorized Official for Health Group and Alex (Staff) is the office manager. Jack Lee is the
Authorized Official for Billing Medical, and Tom (Staff) is already a member of the Staff on Billing Medical, and
will be the only person working on information for Health Group or any of its Providers.

Assumption: Health Group Inc. already has an NPI, Billing Medical is already established in I&A, and both Brian
and Tom are setup with their respective role, Individual Providers have established connections with Health
Group Inc.

Brian (Authorized Official):
1. Logsinto I&A;
2. Goes to My Staff, and selects Add Staff;
3. Enters Tom’s name and e-mail address;
4. Submits the request.

Tom (Staff of 3" Party Organization):

Receives an e-mail requesting that he register as a staff for Health Group Inc.;

Selects the link from the e-mail;

Enters his e-mail address and the PIN provided in the e-mail;

Since Tom is already a registered user in I&A he log’s in and finalizes the registration.

9. Upon successful registration Tom will now see he is a Staff member for Health Group Inc.

PN WU

These steps establish the connection (surrogacy relationship) between Health Group Inc. and Billing Medical via
Tom, a member of Billing Medical’s staff. Tom from Billing Medical can now access information for Health
Group Inc., AND all of the Individual Providers who have previously approved connections between themselves
and Health Group Inc.

IMPORTANT NOTE: If Health Group Inc. creates a CONNECTION to Billing Medical rather than making an
individual of Billing Medical’s Staff a member of their staff, Billing Medical’s Staff would only have access to the
PECOS information for Health Group Inc., NOT any of the Individual Providers who previously authorized Health
Group Inc. to work on their behalf.
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Example #4: Individual Provider adds Office Manager granting access to manage his information

EMPLOYER Sara
(Staff)

Joe Brown

(Individual Provider)
Joe Brown (Individual Provider) has a private practice JB Medical Clinic. Sarah Douglas is Joe Brown’s office
manager and will be managing his enrollment information within PECOS and information in EHR and NPPES.

Assumption: Joe Brown already has an NPI and is already established in I&A.

Joe Brown (Individual Provider):
1. Logsinto I&A;
2. Goes to My Staff, and selects Add Staff;
3. Enters Sarah’s name and e-mail address;
4. Selects Sarah’s employer (Joe) and Role - Staff End User and then the PECOS/HER/NPPES business
functions; and
5. Submits the request.

Sarah Douglas (Staff - Office Manager):
6. Sarah receives an e-mail requesting that she register as a staff end user for Joe;
7. Sarah selects the link from the e-mail;
8. Enters her e-mail address and PIN provided in the e-mail;
9. Since Sarah is not currently a registered user in 1&A she will select Continue to Registration;
10. Sarah follows the screens through the Registration process.
11. Once registration is successful Sarah will see on her My Profile tab that she now a Staff End User for
Joe Brown

These steps establish the employment relationship between Joe Brown and Sarah Douglas. Sarah Douglas. As a
member of Joe Brown’s Staff she can now act as a surrogate for Joe Brown.
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Example #5: Individual Provider Hires 3" Party Organization to manage his information

Billing Medical

(39 Party Organization)

CONNECTION [z s
y’

Cmm—
Joe Brown [iem——— EMPLOYER Tom
(Individual Provider) (Staff)

Jack Lee
(Authorized Official)

Joe
Brown (Individual Provider) has a private practice JB Medical Clinic, and has made a business arrangements with
a 3" party consulting company, Billing Medical (3™ Party Organization) to manage his enrollment in PECOS and
his information in NPPES and EHR. Jack Lee is the Authorized Official of Billing Medical.

Assumption: Billing Medical is already established in I&A, and Jack is already setup as the AO. Joe Brown already
has an NPl and is already established in I&A.

Jack Lee (AO for Billing Medical):

Logs in to 1&A;

Goes to My Connections, and selects Find Provider, under Billing Medical.;
Searches for Joe Brown by his NPI;

Selects him and then the NPPES, PECOS, and EHR business functions; and
Confirms the connection request.

ukhwn e

Joe Brown (Individual Provider):

6. Joe Brown receives notification of the requested connection.

7. Logsinto I&A;

8. Sees the pending request on both the Home page and in the list of connections on the My
Connections page;

9. John approves the request;

10. Billing Medical receives notification of approved connection request

These steps establish the connection (surrogacy relationship) between Joe Brown and Billing Medical - which
allows any member of Billing Medical’s staff to access information for Joe Brown. If Billing Medical had
established an Access Manager they could also initiate the connection request.
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Appendix A - Acronyms, Key Terms, and Definitions

Acronym Description
AO Authorized Official
AM Access Manager
EHR R&A Electronic Health Records Registration & Attestation System
EUS External User Services
HITECH Health Information Technology for Economic and Clinical Health Act
I&A Identity & Access system
IP Individual Provider
MFA Multi-Factor Authentication
NPI National Provider Identifier
NPPES National Plan & Provider Enumeration System
PECOS Provider Enrollment, Chain and Ownership System

Staff End User (SEU)

Staff user who is allowed to work for an EIN/organization but does not have the authority to
perform AO and AM tasks. Staff End Users only have access to those EINs, Individual
Providers, and Business Functions granted to them by an AO or AM.

Status - Account/Profile

Account/Profile Status - Status of the user’s account/profile. This is not the same as the user’s
status with his employer(s).

¢ Active - user successfully ID-proofed and can see his Home page and profile information
(what he sees for the employer info is dependent on the status the user has with his
employer(s))

+ Deactivated - deactivated by EUS (User must have their account Reactivated by EUS)

¢ Disabled - account has been “disabled” due to inactivity > X days but <Y days. (The user
must reset their password.)

+ Archived - account/profile has been archived due to inactivity > Y days. (The user must
create a new account/profile.)

Status - Connection

Connection Status - Status of the a connection between two entities (provider + surrogate)
+ Approved - Connection has been approved

+ Pending - Connection request has been submitted but it has not yet been acted on

+ Disabled - Previously approved connection has been disabled

+ Rejected - Connection request was rejected and was never approved OR was not acted on
within 30 days of its initiation

¢ Deactivated - Last Provider NPl associated with connection has been deactivated
+ Cancelled - Connection was cancelled by the initiator before being acted on by the recipient

E-mail Status - status of an e-mail address
+ Validated - e-mail address has been validated

Status - E-mail + Pending Validation - e-mail address has been submitted for validation but user has not yet
responded to the validation request
+ Not Validated - e-mail address has not been validated nor has it been submitted for
validation
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Acronym

Description

Status - Employer

Employer Status - Status of the user with regards to employer(s). A user will have a status for
each employer.

+ Approved - user has been approved for the employer

+ Pending Approval - user has not yet been approved for the employer. This may occur in the
following situations:

e AO or AM awaiting vetting and approval by EUS for a new employer
e AM awaiting approval by AO for a new employer
e AM or Staff End User awaiting approval of a role change request

+ Disassociated - user no longer has access to the employer

+ Rejected - request for approval was rejected

+ Archived - User's User ID has been archived

Status - Invitation

Invitation Status - status of a staff invitation request issued by an AO/AM/IP to a new staff
user

+ Registration Pending - an invitation has been issued but has not yet been responded to/acted
on

+ Registration Cancelled - a pending registration invitation was cancelled before the staff user
responded to the invitation

+ Expired - an invitation request that has been Pending Registration for more than 72 hours
+ Accepted - invitation has been accepted by the user who received it

PIN Status - status of a PIN that has been issued following a request
+ Active - PIN is still active and can be used

+ Expired - PIN has expired and can no longer be used.

+ Used - PIN has been used and cannot be reused

Status - PIN
+ Cancelled - the action taken that resulted in the generation of the PIN was cancelled (e.g.,
when an AO/AM/IP cancels a staff user’s invitation before that staff user registers.)
+ Deactivated - a user attempted to use PIN but was not able to enter the correct e-mail address
in three tries. The PIN has been deactivated and cannot be used.
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